MWHOBPHAYKU POCCUU
®EOEPANBHOE MOCYOAPCTBEHHOE BIO[PKETHOE OBPA3OBATE/TbHOE YYPEXXKOEHUE
BbICLLIEFO OBPA30OBAHUA
«BOPOHEXXCKWUW rOCYOAPCTBEHHbIA YHUBEPCUTET»
(Preoy BO «BI'Y»)

«YTBEpXaao»
3aseaytowmmn kacpegpon TO n 31

«03» maga 2023 r. - A.A. Cuporta

PABOYAS MPOrPAMMA YYEBHOW OUCLMNITUHBI

51.B.04 TexHonoruu 3awmuieHHOro JokyMmeHToobopoTta 1 6rokyenH

1. Koa n HaumeHOBaHuMe HanpaBrieHUA NOAroTOBKMU / cneunanbHOCTU:
09.03.02 NHpopmaLMOHHbIE CUCTEMbI U TEXHOSTOMNN

2. Mpocdunnb NnoaroToBku / cneymnanmsaumsa/maructepckas nporpamma:
O6paboTka nHdopmauumn 1 MalmnHHoe oby4veHne

3. KBanudwmkauma (cteneHb) BbINYCKHUKA:
Bakanasp

4. dopma oby4eHuUs:
OuyHas

5. Kacheppa, oTBevarLwas 3a peanmsaumio gUCLUNIUHBI:
Kadbenpa texHonornn o6paboTtkm n 3awmtbl MHpopmMaumm

6. CocTtaBMTENM NPOrpaMmmbi:
Banbix Cepren Apuesud, kKaHOMAAT TEXHUYECKUX HayK

7. PekomeHaoBaHa:
npoTtokont HMC ®KH Ne 7 ot 03.05.2023 .

8. YueOHbIX roa: 2026-2027 CemecTtp(bl): 8



9. Uenu n 3agaum y4e6HOM AUCLUUNIIUHDI

Llensamn ocBoeHunst y4uebHOM OUCUUNIINHBI SBMSIKOTCA:

N3y4eHne TeopeTnyecknx OCHOB 1 OBNageHue NpakTM4eCKMMN HaBblkaMn NpUMeHe-
HUA METOAOB M CPELCTB ANIEKTPOHHOM MOANUCK, TEXHONOMMIM BOKYENH ANs opraHM3auum
3alMLLEHHOro AOKyMeHToobopoTa, B MHTepecax obecneyeHns mep 3almTbl nHopmMaumm
npwn paspaboTke, CONPOBOXAEHMMN U NPOEKTUPOBAHMUM MHAOPMALMOHHBLIX CUCTEM pasnny-
HOro Ha3Ha4eHus; NonyvYeHne NPogeCCMOoHanbHbIX KOMNETEHLMI B 061acTN COBPEMEHHbIX
TexXHonormm obpaboTkM 1 3anTbl MHOpMaLMN.

3agaun guCunnImvHbI:

- 00y4yeHune cTyaeHToB 6a30BbIM MOHATUAM COBPEMEHHbLIX TEXHOMNOMMN 06paboTku
MHJOPMaLNKM C UCNOSTb30BaHNEM IN1EKTPOHHOW NOANUCH;

— OCBOEHMe CTyaeHTaMu MonoXeHun n TpeboBaHui, COBPEMEHHbBIX HOPMATUBHO-
METOANYECKNX AOKYMEHTOB, PErNAaMEHTUPYIOLLMX UCMONb30BaHME 3NEKTPOHHON NOANUCH;

— OCBOEHWe CTyAeHTamMu MONOXEHUA UHAPACTPYKTYPbl OTKPbITLIX Kro4en (aHrn.
PKI - Public Key Infrastructure) ons nogaepxku Kpynto3agad Ha OCHOBE 3aKpbITOro U OT-
KPbITOrO Krtoyewu;

— OCBOEHME TexHosNormm (opMnpoBaHna KeanuuunMpoBaHHbIX cepTUdMKaToB
KItoYemn npoBEPKN 3NEKTPOHHOM NOANUCKU N OCBOEHME MPAKTUYECKMUX PELLEHUI MPUMEHEHNS
TEXHOSOMMN 3aLUNLLEHHOIO JOKYMEHTOO60POTa;

- OBfageHue npakTUYecKMMM HaBblkaMu MPUMEHEHUST anropuTMoB 0OpaboTKN WH-
dopmMauunm ¢ UCnosrib30BaHNEM INEKTPOHHOW NOANUCH;

- bopmupoBaHue npeacTasrneHnsi 06 yrposax 6e3onacHOCTN MHoOpMaLUn Npu nuc-
NOSIb30BAHUN 3NEKTPOHHON NOAMUCU N OCHOBHLIX TPEBOBAHUAX K YAOCTOBEPSAOLMM LiEH-
Tpam, cpeacTBaM AfIEKTPOHHOM NOAMNCK U KBanNnUdMLUNMPOBaHHBbIM cepTUdMKaTamM NpoBEPKU
3S1IEKTPOHHOM NoANuUCH;

- OBfageHue npakTUYeCcKMMM HaBblkaMy MPUMEHEHUST anropuTMoB 06paboTKN UH-
dopmMauunm ¢ UCnosrib30BaHNEM INEKTPOHHOW NOANUCH;

- (hopmupoBaHme npeactaBneHnss 0 TEXHOMOrNAX 6IOKYENH.

10. MecTo y4yebHOM AMcUUNNUHBLI B cTpyKType OOI:

BxoanTt B 4acTb, dopMupyemyto y4actHMkamm obpasoBaTtenbHbIX OTHOLLEHUI (Bapy-
atmBHas) 6noka b1.

[nsa ycnewHoro oCBOEHUsT ANCUUNIINHBI HEO6X0aUMbl BXOAHbIE 3HAHUA B obnacTu
Kpuntorpadunyecknx MeToA0B 3aLunTbl MHGOpMaLmMm, CUCTEM NOATOTOBKN 3NIEKTPOHHbIX J0-
KYMEHTOB, MHCTPYMEHTarbHbIX CPEACTB MHPOPMALMOHHBLIX CUCTEM, aAMUHUCTPUPOBAHUS
n ynpasneHna 6e3onacHOCTbIO UHTPaAHET-CETEN N CETEBLIX TEXHOSTOMMMN.

11. NMnaHupyemblie pe3ynbTaTbl 060y4YeHUA No AucuunanHe/Moaynio (3HaHUA, YMeHUs,
HaBbIKU), COOTHECEHHbIE C NNIaHupyeMbIMU pe3yribTaTaMu 0OCBOeHUA obpa3oBaTterb-
HOW NporpaMmmbl (KOMMETEHUMSAMU) U UHAUKATOPAMU UX OOCTUKEHUS:

Kog HassaHue Koa(bl) WHankaTop(bl) MnaHupyemble pesynbTaTbl 00y4eHus
KOMMeTeHL MK
MK-2 | CnocobeH Bbl- | [K-2.1 | 3HaeT meToadbl U | 3HaTb NPOrpaMMHbIE KOMMOHEHTbl M OCOOEHHOCTU
NOMHATb UHTe- cpeacTtea peanu3auny 3neKTPOHHON NoAMUCU N CPEACTB Kpur-
rpauuio npo- cbopkn N WHTe- | TO3aWmTbI MHOPMaLn
rPaMMHbIX MO- rpaumm npo- | YmeTs NpoBOAWNTbL aHanuM3 6e30mMacHOCTU KOMIMbIo-
aynewn n Kom- rPaMMHbIX  MO- | TEPHbIX CUCTEM, WCMOMb3yLMNX CpeacTBa arek-
MOHEHT, Bbl- Ayrnen U KoMno- | TPOHHOM noanucu
NoOMnHATbL BEpU- HEeHT, MeTodbl M | BnageTs HaBblkaMu MOCTPOEHWs M aHanu3a 6es-
dmkauuto npo- cpencTeBa Bepu- | OMACHOCTU MH(OPMALMOHHBIX CUCTEM MCMONb3YHo-
rPaMMHbIX dvkaumm pabo- | WmMX INEKTPOHHYI0 NOANNCH
npoayKToB TOCNOCOBHOCTH
NporpaMmmHbIX
NPoAYKTOB




MK-2.2

Cobupaet npo-
rpaMMHbIE KOM-
MOHEHTLI B Mpo-
rPaMMHbIA  NpO-
AyKT

3HaTb MPOrpamMMHbIE€ KOMMOHEHTbI U OCOBEHHOCTU
NpaKkTUYECKON peanuaaumm aneKTPOHHON Noanncy u
CpeacTB KpUNTO3aLWnThl MHGOPMaLIMK

YMeTb MPOBOAMTL aHanua 6e30nacHOCTUM KOMMbHO-
TEPHbIX CUCTEM, WCMOMb3YKLWMX CcpeacTBa arek-
TPOHHOW Nognucu

Bnagets HaBblkaMu MOCTPOEHMS U aHanu3a 6es-
OMacHOCTU MHAOPMALIMOHHBIX CUCTEM WCMOMb3YHo-
LLMX SNIEKTPOHHYIO NOANUCH

MK-2.3

MNopkntoyaeTt
nporpaMmHble
KOMMOHEHTbl K
KOMMOHEHTaM
BHELUHeW cpeapl

3HaTb POJlb U OCOOEHHOCTU NPUMEHEHNS METOLOB U
CpeacTB KpMnTo3almTbl MHOPMaLMM B COBPEMEH-
HbIX KOMMbIOTEPHBIX CUCTEMAX

YMeTb NMPON3BOAUTL YCTAHOBKY, Hanagky, TeCTMpo-
BaHMEe U OOCnyXvBaHME COBPEMEHHbIX CpeacTB
KpunTorpacumyeckon 3awmnTbl MHOPMaLm
Bnagets NpakTUYECKMMW HaBblkaMy pa3BepTbiBa-
HUA YOOCTOBEPSIOWEro LieHTpa And peanusauuu
TEXHONOIrMIA C UCMNOMb30BaHNEM KBannduumMpoBaH-
HOW 3NEeKTPOHHOM Noanucu.

MK-2.4

MposepseT pa-
6oToCnocob-
HOCTb npo-
rpaMMHbIX Mpo-
OYKTOB

3HaTb POIlb U OCOBEHHOCTU NPUMEHEHUS METOAOB U
CpeacTB KpMnTo3almTbl MHOPMaLMM B COBPEMEH-
HbIX KOMMbIOTEPHBIX CUCTEMAX

YMeTb NPOVN3BOANTL YCTAHOBKY, Hanagky, TeCTUPO-
BaHMe u 0OCnyXvBaHWEe COBPEMEHHbIX CpPEeACTB
KpunTorpadguyeckon 3awmnTbl MHpopmaumm
BnageTb MNpaKkTM4YECKMMM HaBblkamy pasBepTbiBa-
HUS yOOCTOBEPSIOWEro UeHTpa Ans peanusauuun
TEXHOMOrMN C UCMONb30BaHNEM KBaNUMULNPOBAH-
HOW SMNEeKTPOHHOW NoAnmcK

MK-3

CnocobeH BblI-
norHATL  pa-
6oTtbl Mo co-
3gaHnio  (Mo-
andukauun) n
conpoBoxXxae-
HWI0 MHpOpMa-
LMOHHBLIX  CK-
cTem

MK-3.2

3HaeT ycTpou-
CTBO U (DYHKUMO-
HMpOBaHWe Co-
BpeMeHHbIX UC,
NPOTOKOSbI, WH-
Tepdencol "
dopmaTbl  06-
MeHa JaHHbIMM

3HaTb 6asoBble NOHATUSA, TpeboBaHMA HOpmaTWB-
HbIX JOKYMEHTOB, MeTOAbl aHanM3a UHOpPMaLMOH-
Hou 6e3onacHOCTM NpY NPOEKTMPOBAaHNM U 3KCMnya-
TaumMm MHPOPMALIMOHHBIX CUCTEM MPWU UCMOMb30Ba-
HWM CPEeACTB 3MEeKTPOHHOM NOAMNUCH

YMeTb aHanuaupoBaTb M paspabaTtbiBaTb Mogenuv
yrpo3 Ans pasnuyHbiX OOBbEKTOB 3awuTbl MpWU UC-
Monb30BaHWN CPeACTB SNEKTPOHHON NOAMNMCH
BnageTb NpakTUY4ECKMMWN HaBblkaMn (hOPMMPOBAHUS
TpebosaHui BesonacHocTn uHdopMaunm ans pas-
NMYHBIX KNACCOB U YPOBHEN 3aLLMLLEHHOCTU UHAOP-
MaLMOHHbIX CUCTEM

MK-3.3

O6ecneunBaet
paspabotky wu
TecTupoBaHue
NC Ha bGase Tu-
noson NC B co-
OTBETCTBMM  C
TpeboBaHnsiMn

3HaTb COCTaB Mep 3awuTbl nHdopmaumm u nx 6aso-
Bble Habopbl NpY NCMONb30BaHMUN SMIEKTPOHHOW NOA-
nMcu B MHPOPMaLIMOHHOW cucteme

YMeTb pa3pabatbiBaTb NONUTMKY UHOPMALMOHHOM
6e3onacHOCTM ANns pasnNMyHbIX BapMaHTOB MOCTPOe-
HUS 3alUMLEHHbIX UHOPMALMOHHBIX CUCTEM MpU
NCMNOMb30BaHWUM ArEKTPOHHOM NOANUCU

BnapeTb NPakTUYECKMMU HaBbIKaMWU KOMMNIIEKCHOrO
nogxoda k obecneyeHuio MHGOPMaLMOHHOW Oe3-
OMNacHOCTU NPW UCMNOMb30BaHUN INEKTPOHHOW NOA-
nncu

MK-3.5

HacTtpauBaeTt u
yCTaHaBnvBaeT
onepaumoHHYo
cuctemy, CYB[,
npuknagHoe
MO, Heobxoau-
Moe Ans pyHk-
LMOHNPOBaHUS
nc

3HaTb 6asoBble NOHATUS, TpeboBaHMA HOpMaTWB-
HbIX JOKYMEHTOB, METOAbI aHan13a MHopMaumnoH-
HoW 6e30nacHOCTM NPV NPOEKTMPOBAaHMM U AKCMTya-
Tauum MHAPOPMAaLMOHHBIX CUCTEM;

CcoCTaB Mep 3awuTbl UHGoOpmaumm 1 mnx 6asosble
Habopbl NS COOTBETCTBYIOLLENO Krnacca 3allyLLeH-
HOCTM MH(OPMALMOHHOM CUCTEMBI

YMeTb aHanMaupoBaTb M paspabaTbiBaTb MoZenv
yrpo3 Ans pasnuyHbix 06BbEKTOB 3aLLmUThI;
NpoBOAWTL Ppa3paboTKy MONMUTUKU MHOPMAaLMVOH-
Hol ©e30MmacHOCTU ANs pasfuyHbIX BapuaHToB Mo-
CTPOEHMS 3aLNLLEHHBIX HPOPMALMOHHbBIX CUCTEM




BnageTb NPaKTUY4ECKUMW HaBblkaMu hOpMUPOBaHNS
TpeboBaHu 6e3onacHOCTM MHoOpMaLMM Ansa pas-
FNIMYHBIX KNAcCOB U YPOBHEWN 3aLLMLLEHHOCTU MHpOP-
MaLMOHHbLIX CUCTEM;

HaBblkaMW KOMMJIEKCHOro noaxoaa K obecneyeHuto
MHOPMaLMOHHON 6e30NacHOCTM 00bEKTa 3aLUThI

12. O6BbeM guncumnnuHbl B 3a4eTHbIX eauHuuax/yac — 3/108.

¢opma HpOMe)KyTOqHOﬁ aTTecTauumn: 3a4eT C OLIEHKON.

13. TpyaoeMKoCTb No Buaam y4e6Homn paboTbl

TpyaoemMKoCcTb
Bug yuebHow paboTbl Mo cemecTpam
Bcero
Ne cemecTpa 8 Ne cemecTtpa Wtoro
AyOMTOPHbIE 3aHATMS 48 48 48
nekumn 24 24 24
B TOM 4MUCHIE: npakTu4eckme 12 12 12
nabopatopHble 12 12 12
CamocTosiTensHas paborta 60 60 60
B TOM 4mcne: Kypcosas pabota (npoekT) - - -
dopma NPOMEXYTOYHOM aTTecTaunn - - -
(9k3ameH — 4ac.)
Utoro: 108 108 108
13.1. CopepxaHue AUCLUUNIIUHbI
Peanusauus

Ne
n/n

HaumeHoBaHue
pasaena guCUMNUHGI

CopaepxaHue pasgerna UCLUNvHLI

pasgena gucum-
NAVHbLI C MOMO-
b0 OHMaWH-
Kypca, QYMK *

1. NNekumnn

1.1

WHdpacTpykTypa OTKpbI-
ThIX KMOYEN U 3NEKTPOH-
Hasi NoAnNUCb

1. BnekTpoHHasa noAnucb, Ha3Ha4YeHue n npumeHe-
HWe, MUCTOPMS BO3HUKHOBEHWS, UCMOMb3yemble anro-
pUTMbI.

2. CepTndukaT Kntova NpoBepKU dNEKTPOHHOW Moa-
nucn. OCHOBHbIE MOHATUA U ONpPeaerneHns.

3. XpaHeHune 3akpbiToro kntoya. OCHOBHbIE Yrpos3bl
KpunToaTak.

4. NHdppacTpykTypa OTKpbIThIX Krtoden (PKI). Ygo-
CTOBEPAOLWUNA LEeHTp. BO3MOXHbIE apXUTEKTypbl Mo-
cTpoeHuna PKI.

1.2

HopmaTtuBHo-npaBoBble
[OKYMEHTbI, pernameHTu-
pylowe npuMeHeHve
3MEeKTPOHHON noanuncu

5. ®egepanbHbin 3akoH Poccuinckon degepaunm ot
6 anpens 2011 r. N 63-®3 «O06 aneKkTpoHHON nognucuy.
Buabl aneKkTpoHHOM Noanucu.

6. Npukaz MuHkomcasn Poccum ot 23.11.2011 N
320 "O6 akkpeauTaumn yaoCTOBEPSIOLWMX LEHTPOB".

7. Mpukas ®CB ot 27 pekabps 2011 r. N 795 «O6
yTBepxaeHun TpebosaHuii kK hopme KBannuumnpoBaH-
HOro cepTudmKaTta Kroya npoBepKnN 3reKTPOHHOM Noa-
nucu». Mpukas ®CHB ot 27 gekabps 2011 r. N 796 «O6
yTBEPXAEHUN TpeboBaHWIA K CPeACcTBaM 3IEKTPOHHOMN
nognucu n TpeboBaHUM K cpeacTBaM yOOCTOBEPSIHO-
LLIEro LieHTpay.

1.3

TexHonornn dopmmnpoBsa-
HUS1 3aKPbITbIX KITYeEn U
CepPTUCUKATOB OTKPbITbIX

8. KpnntonpoBangepbl. OCHOBHbIE TEXHOSOIMMMU, UC-
nonb3yemble Npu pasBEPTbIBAHUM YAOCTOBEPSAHOLLMX
LLEHTPOB.




KNYen npoBepKN aInek-
TPOHHOW NoAnNUCcH

9. Pa3BépThiBaHMEe  YOOCTOBEPSIOWEro  LeHTpa
Kpuntolpo YL. OcHoBHble 3agayu, BbINOMHAEMblE Ha
yaocToBepsiioLem LeHTpe. TpeboBaHusi no 6esonacHo-
CTU MHdopMaLUN.

1.4 | CpeactBa  3neKTpOHHOM 10. TunoBble peLleHns, peanusyloline BO3MOX-
noanucum HOCTb NPUMEHEHUS ANEKTPOHHON NoAMNUCH.

11. YHuBepcanbHas anekTpoHHas kapTa. [loprtan
rocyoapctBeHHblx ycnyr Poccunckon ®epepauun,
3NEeKTPOHHadA NoYTa, TEKCTOBLIE peJakTopsbl, cneunanm-
31MpoBaHHbIE cpeacTBa.

1.5 | Yrposbl ©e3onacHocTn 12. Yrpo3bl 6e3onacHocTM WHopmaumm npu uc-
WHpopMaLUMM U OCHOB- | NOMb30BAHUW 3NEKTPOHHOW NOANUCH.

Hble HarnpaBneHus 3a- 13. OCHOBHble HanpaBeHNs 3alLWTbl, CBA3aHHbIE C
LWNTBI, CBSA3aHHbIE C WUC- | UCNOMNb30BaHUEM 3MEKTPOHHOW NOANUCHK.
Nonb30BaHNEM 3MEKTPOH-

HOW NoAnucu

1.6 BriokyenH. OcHoBHbIE MO- 14. ApxuTekTypa nporpammHoro obecrnedyeHus n ee

HATUA CBA3b C TexHonornen énokyenHa. MNMpevmyllecTsa u He-
JocTaTkM pacnpefgeneHHbix cuctem. Peanusauua wu
noggepxka LENnoCTHOCTU B pacnpefeneHHbIX cucre-
Max.

15. ObecneveHne JOBEPUTENBHOCTM U LLENTOCTHOCTK
B pacnpeferneHHbix cuctemax. [MpaBo BnageHus wu
6nok4yeliH. Npobnema ABONHOrO pacxogoBaHus.

16. MpuMepbl CTPYKTYP AaHHbIX U anropuTMoB, pe-
LIAKLLMX 3a4a4mM peanv3aunm 6r1oKYenH TEXHOMOTUN.

1.7 | MNepcnekTmBbl U NpakTu- 17. NepcnekTnBbl U NpaKTUYECKOEe UCNONb3OBaHWe
yeckoe UCnosb3oBaHWe | BNOKYENH TEXHOOMMN.

OnoK4YerH TEXHOOrMN

2. MpaKkTnyeckmne 3aHATUA

2.1 | NHpacTpykTypa OTKpbI- 1. N3yyeHne OCHOBHbIX BO3MOXHOCTEN NPOrpaMm-
ThIX KIMOYEWN N SMEKTPOH- | HbIX peanu3auni cepTudnumMpoBaHHbIX CPEACTB Kpun-
Hasa nognucb To3awmTtel MHopmauun (Kpuntollpo CSP, VipNet

CSP)).

2.2 | HopmaTtnBHO-npaBoBble 2. OueHka TMna v NpUYHATKE peLLeHns o JoBepumn
OOKYMEHTbI, pErflamMeHTn- | 3reKTPOHHOM Nognucu.
pytoLiune npUMeHeHune 3. UsyueHune Bo3moxHocCTen nporpammbl Kpunto-
3NEKTPOHHOM Noanncu Apm.

2.3 | TexHonormmn chopmmpoBa- 4. l3yyeHune BO3MOXHOCTEN NPUMEHEHUS 3NEKTPOH-
HWUS1 3aKPbITbIX KITHOYEN U | HbIX HOCUTENEW MHpopMaLmmn onsa paboTbl C 3NEKTPOH-
cepTUdUKaTOB OTKPLITLIX | HOW MOAMUCHIO.

Kntoyen npoBepKkn arek-

TPOHHOW NOANUCH

2.4 | CpegctBa  9neKTPOHHOM 5. N3y4yeHune TMNoBbIX CpeacTB n cnocoboB npume-
nognucm HEHWsI M UCNOJTb30BaHUSA 3NEKTPOHHOM NOAMNUCHK.

3. labopaTopHble paboThbl

3.1 | VIHdpacTpykTypa OTKpbI- 1. UccnegosaHre BO3MOXHbIX BapUaHTOB NMpUMEHe-
ThIX KMOYEN M 3NEKTPOH- | HAS U BO3MOXHOCTEWN ynpasneHus ceptudukatamun B
Has noanuch onepauuoHHon cucteme Windows.

2. CpaBHUTENBHbIN aHann3 BO3MOXHOCTEN TUMOBbLIX
KpvnTonposanaepos.

3.2 HopmaTtuneHO-NpaBoBLIE 3. ViccnegoBaHve M oueHKa HageXHOCTU anroput-
OOKYMEHTbI, perfnameHT- | MOB YCTaHOBMEHMUS JOBEPUS K SNEKTPOHHOW NoANUCHK.
pytoLiune npumMeHeHne
3ANEKTPOHHOW noanucu

3.3 | TexHonoruu chopmupoBa- 4. Pa3sBepTblBaHWe YOOCTOBEpPSIOLIEro LeHTpa
HUSA 3akpbITbix Kntoden n | Kpuntollpo YLI.

CepTUdUKATOB OTKPbITbIX 5. NccnepoBaHve BO3MOXHOCTEN NPUMEHEHUS yao-

KMoYel NpOBEPKU 3NEK- | CTOBEPSIOLLEro LeHTpa Ans paboTbl C 3NeKTPOHHOW

TPOHHOW MOANMUCHK noanncbo

3.4 Cpenctea  9nekTpPOHHOM 6. Nicnonb3oBaHMe aneKTpOHHOW noanucu ans 3a-
nognucm LWNTLI JOKYMeHToobopoTa.

35 Yrposbl ©e3onacHocTn 7. VlccnepoBaHue BO3MOXKHOCTEN N3BMNEYEHUS N He-

WHpopMaumm u OCHOB-

NpaBOMEPHOrO MCMOSb30BaAHWS 3aKPbITOrO KIoYa Srek-
TPOHHOW NOAMNUCH.




Hble HarnpaBneHus 3a-
WMTbI, CBs3aHHble C UC-
Nosib30BaHNEM 3NEKTPOH-
HOW nognucu

13.2. TembI (pasaenbl) AUCUUNIIUHBLI U BUAbI 3aHATUN

Ne HavnmeHoBaHue Tembl Bugpl 3aHaTun (4acos)
n/n (pasgena) gucumninHbl Jlekumm | Jla6. | Mpak. | Cam. paboTta Bcero
1 WHdpacTpykTypa OTKPbITLIX KNOYen U 4 4 4 8 20
3ANEKTPOHHasA NOANUCh
2 HopmaTtnBHO-npaBoBbIE AOKYMEHTLI, pe-
rmamMeHTupylowue npuMeHeHue  arnek- 4 2 4 8 18
TPOHHOW Noanucu
3 TexHonorun ¢OPMUPOBAHNS  3aKPbITbIX
KNoYen n ceptudmKkaToB OTKPbITbIX Krto- 2 2 2 12 18
Yen MPOBEPKU SNEKTPOHHON NoANUCH
4 CpepfcTBa anekTpoHHOW Nognmncu 4 2 2 6 14
5 Yrpo3sbl 6e3onacHocTU nHdopmaLmm n oc-
HOBHbIE HamMpaBMeHns 3aluThl, CBA3AH- 4 > i 6 12
Hble C WCNONb30BaHWEM 3NEeKTPOHHOM
nognucu
6 Bnok4yeriH. OCHOBHbIE NOHATUS 4 - - 10 14
7 lMpakTuyeckoe ncnornb3oBaHWe 1 nepcnek- i i 10 12
TMBbI 6IOKYENH TEXHOMOTUI
UToro: 24 12 12 60 108

14. MeToan4yeckmne ykasaHMAa Ana odyvarowmxca no 0CBOEHUIO AUCLUNIIUHDI
(pekomeHOayuu obyHarUUMCS 0 0CBOEHUK OUCUUNIUHBI: paboma ¢ KOHcrekmamu fekyud, npe3eHmauyuoHHbIM Mamepuasiom, ebl-
ronIHeHUe npakmu4yeckux 3adaHul, mecmos, 3adaHull mekyuwel ammecmauyuu u m.o.)

1) MNpun n3yyeHMn ancUMNnHBI PEKOMEHAYETCS MCNOMb3oBaTb crieayrowme cpen-
cTBa:

- peKOMeHAyeMYH OCHOBHYHIO W OOMOSTHUTENbHYIO NnTepaTypy;

- MeToANYECKNE YKasaHus U nocoodus;

- KOHTPONbHbIE 3a4aHNAa ONA 3aKpenneHna TeopeTnyeckoro martepmana;
3NEKTPOHHbIE BEpPCUN Yy4EOHMKOB M METOOMYECKUX YKa3aHu ON1s BbINOSHEHUSA nabopa-
TOPHO-MpaKTUYeckmx paboT (Npu HeOBXo4MMOCTMN MaTepmanbl PacCbiNarTCA NO 3NEKTPOH-
HOW noyTe).

2) [Ana makcMmanbHOro YCBOEHUSA ANCLMMNINHBI PEKOMEHAYETCS NpoBeaEeHME NUCH-
MEHHOro onpoca (TecTupoBaHue, pelueHe 3agad) CTyAeHTOB No mMaTepuanam nekuun um
npakTnyecknx padot. Noabopka BONPOCOB A5t TECTUPOBAHUS OCYLLIECTBISIETCA HA OCHOBE
N3y4EeHHOro TeOpeTUYECKOro Matepmarna. Takon noaxon no3BongeT NoBbICUTb MOTMBALMIO
CTYOEHTOB MPW KOHCMNEKTUPOBaHNN NEKLUNOHHOIo Martepuana.

3) Mpwn npoBegeHnn nabopaTopHbIX 3aHATUN obecneymBaeTCca MakcuMarnbHasa cTe-
NeHb COOTBETCTBUSA C MaTepMariom NEKUMOHHbBIX 3aHATUN N OCYLLECTBISETCS 3KCNEePUMEH-
TanbHasi NpoBepka MeToA40B, anrOpUTMOB U TeXHoNornm obpaboTkn nHdbopmauum, n3nara-
€MbIX B paMKax nekummn.

B xoge camoctodatensHon paboTbl HEO6X0AMMO yaenuTb OCHOBHOE BHUMaHue pa-
60Te C TEKCTOM KOHCMEKTa NeKunn, N3y4eHUto pEKOMEHOOBAHHOW NUTEPATYPbI, N3YYEHNIO
HOPMAaTUBHbIX JOKYMEHTOB N0 MHGOPMaLUNOHHOK 6e30nacHOCTH.

4) Mpwn ncnonb3oBaHNN ANCTAHLMOHHBIX 06pa3oBaTENbHbLIX TEXHOMOMMN N 3NTIEKTPOH-
HOro OBy4eHUs BLINOMHATL BCE yKasaHWs npenogasaTerier, BOBPEMSI MOAKIYaTbCS K
online 3aHATMAM, OTBETCTBEHHO NOAXOAMTL K 3a4aHNAM ANSA CaMOCTOSATENbHON paboThl.

15. NepeyeHb OCHOBHOW U AONOJIHUTENILHOW NUTEepaTypbl, PECYPCOB UHTEPHET, He-

06XOJ.'I,I/I MbIX OANA OCBOEHUA ANCUUNIINHLI
(cnucok numepamypbi oghopmMisemcsi 8 coomeemcemeuu ¢ mpebosaHusmu FOCT u ucnonb3yemcsi obuwjasi
CK803Hasi Hymepauusi Onsi ecex sudo8 UCMOYHUKO8)



a) oCHOBHasg nuTepaTtypa:

Ne n/n

MNcToYHMK

1

Ckyguc, 3a. NpoTmMBoOCTOAHNE XakepaM. MowaroBoe pykoBOACTBO MO KOMMBLIOTEPHBLIM aTakam K
achbdekTnBHOM 3awmTe : / 3. Ckyamc .— Mocksa : IMK lMpecc, 2009 .— 512 c. : un. — (3awuTta
1 agMuUHUCTpupoBaHue) .— .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1112>.

6) gononHUTENbHasa nNuTeparypa:

Ne n/n

NcToYHMK

2

doctep, Dxkenmc. 3awmra OT B3foMa: COKETbI, akcnnonTsl, shell-kog : / x. doctep, M. MNMpaic ;
nep. ¢ aHrn. A. A. CnuHknHa .— Mocksa : MK lNpecc, 2008 .— 784 c. : un. — (MHdpopmaumnoH-
Haga 6esonacHocTb) .— .— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1 _id=1117>.

WwenHos, Bsuecnas Akosnesuny. 3awmuta koHpuaeHUnansHom nHpopmaumm : [yuebHoe noco-
6uve ons cTyq. By3oB., 06y4. no cneumansHocTn 090103 "OpraHusaumns n TEXHONOrs 3almThbl
nHpopmaumn" n 090104 "KomnnekcHas 3awwmta 06bekToB nHpopmatmsaummn” |/ B.A. NwenHos,
M.B. MeuatyHsH .— M. : POPYM, 2009 .— 254 c. : nn. — (Bbicwiee obpaszoBaHue) .— bunob-
nmorp.: ¢.249-254 .— ISBN 978-5-91134-336-1.
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FOCT P 34.10-2012. HdopMmaLmoHHasa TexHonorus. Kpuntorpadguyeckas 3awumra nHdopma-
umm. MNpoueccbl GopMUPOBaHNS N MPOBEPKM INEKTPOHHOW LMPOBOIM NOANNCK

depepanbHbi 3akoH Poccunckon ®enepaunm ot 6 anpens 2011 r. N 63-93 «O6 anekTpoHHOM
nognucu»

AHToHonynoc A.M. OceanBaeM 6uTKouH / nep. ¢ aHr. A.B. CHactnHa. — M.: JMK Tpecc, 2018. -
428 c.: un. ISBN 978-5-94074-965-3

OcHoBbI 61okyeriHa: BBOAHLIN KypC Ans HaunHawwmx B 25 Hebonblimx rmasax: MK [Mpecc;
Mocksa; 2018 ISBN 978-5-97060-591-2

TexHonorna 6NnoKYenH: To, YTO ABWMXET (PUHAHCOBOM peBontoumen cerogHs / [lon TanckoTT,
Anekc TanckoTT ; [mep. ¢ anrn. K. Wawkoson, E. PaxuHou]»: Skemo; Mockea; 2017
ISBN 978-5-699-95092-8

Bnok4yenn: Kak ato paboTaet u 4to xaeT Hac 3aBTpa / Aptem ['eHknH, Anekcen Muxees»: Anb-
nuHa Mabnuwep; Mockea; 2018
ISBN 978-5-9614-5046-0

B) MHOPMALMOHHbIE 3NEKTPOHHO-00pa3oBaTenbHble pecypcbl (oduumnanbHble pecypcbl

NHTEPHET)™:
Ne n/n Pecypc
10 OneMeHTbl TEOPUM YMCEN M KpunTo3alwmTa : y4ebHoe nocobue ans By3os. Y. 2 / BopoHex. roc.

YH-T; cocT.: B.H. BopoHkos, A.C. lWeronesatbix .— BopoHex : UIML BI'y, 2008 .— 95 c. : un. —
Bnbnuorp.: ¢.95 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m08-238.pdf>

11 http://www.cryptopro.ru

12 OneKTPOHHbIN KaTanor HayyHon 6mbnunoTtekn BopoHexXckoro rocyaapCTBEHHOroO yHUBepcuTeTa.
— (http // www.lib.vsu.ru/).

13 OneKTPOHHbIN kaTanor HayyHown 6ubnmoTekn BopoHeXCcKoro rocygapCTBEHHOIO yHUBepcuTeTa. —

(http // www.lib.vsu.ru/).

* BHauane ykasbiBatoTcs OBC, ¢ koTopbiMu MMetoTcsa gorosopa y BI'Y, 3aTem oTKpbITble 3NEeKTPOHHO-06pas3o-
BaTeNbHblE PECYPChI

16. NMepeyeHb y4eOHO-MeTOaNYECKOrO obecnevyeHns ANs CaMoOCTOATENIbHOW PaboThbl
(y4ebHO-memoduyveckue pekomeHOayuu, nocobusi, 3ada4yHuKU, Memoou4YecKUe yKa3aHusi Mo 8bINMOSIHEHUI

rnpakmu4eckux (KOHMPOosibHbIX) pabom u 0p.)

Ne n/n NCTOYHKK

1 http://www.infotecs.ru

2 http://www.rsdn.ru/article/crypto/cspsecrets.xml CekpeTbl paspadotkun CSP ana Windows. Co-
3gaHue kpunrtorpaduyeckoro nposangepa ana Windows. 3bipsHoB KOpuii Cepreesud, OO0
“JINCCU”. UcTouHuk: RSDN Magazine #3-2006

3 http://www.lissi-crypto.ru/

4 http://www.signal-com.ru

5 http://www.cryptopro.ru

6 http://www.shipka.ru



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3275&TERM=%D0%A1%D0%BA%D1%83%D0%B4%D0%B8%D1%81,%20%D0%AD%D0%B4%5B1,1004,4,101%5D&LANG=rus
http://e.lanbook.com/books/element.php?pl1_cid=25&pl1_id=1112
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3275&TERM=%D0%A4%D0%BE%D1%81%D1%82%D0%B5%D1%80,%20%D0%94%D0%B6%D0%B5%D0%B9%D0%BC%D1%81%5B1,1004,4,101%5D&LANG=rus
http://e.lanbook.com/books/element.php?pl1_cid=25&pl1_id=1117
http://www.rsdn.ru/article/crypto/cspsecrets.xml

17. Obpa3oBaTenbHble TEXHONOMMU, UCNOSb3yeMble Npu peanusauum y4yebHomn guc-
LUNMUHbI, BKNOYaa AUCTAHLUMOHHbIe obpasoBaTtenbHble TexHonoruu (OOT, anek-
TpoHHOe obyyeHue (J0), cmewaHHOe OGy4eHune):

Ans peanusauunn y4ebHOro npouecca ncnonb3yeTcs yCTaHOBNEHHasA BEPCUS nakeTa
cpeabl BupTyanusauun Oracle VM VirtualBox; ob6pa3sbl onepaumoHHbIX CUCTEM CEMENCTBA
Windows v.7, 8, 10, Windows Server v. 2008-2019; Microsoft SQL Server; goctyn B ceTb
NHTepHeT; LibreOffice v.5-7; Foxit PDF Reader; Cnpaso4yHo-npasoBas cuctema (CIl1C) KoH-
CynbTaHT+ Ans obpasoBaHus.

Mpwn peanusauny OUCUMNANHBI MOTYT MCMOMb30BATbCA TEXHOMOMMU 3NEKTPOHHOMO
o6y4yeHusa U AMcTaHUMOHHbIE obpa3oBaTernbHble TexHonornm Ha 6ase noptana edu.vsu.ru,
a Takke Apyrune AOCTynHble pecypcbl ceTn MHTepHer.

18. MaTepmanbHO-TeXHU4YECKOe obecnevyeHme AUCLUNIIUHDI:

1) YyebBHasa ayantopus (KOMNblOTEPHBIN Knacc) (oaHa ua Ne1-4 kopn. 1a, aya. Ne
382-385): cneunanusnpoBaHHaa Mebernb, NnepcoHarnbHble KoMMbloTepbl Ha 6a3se i15-9600KF-
3,71 T, moHuTOopbl KK 24” (16 WwT.), cneunanuampoBaHHass mebenb: Jocka mapkepHas 1
WT., cToNbl 16 WT., cTYyNbsa 33 WT.; 4OCTYN K hoHAaM y4eOHO-MEeTOANYECKON AOKYMEHTaLNN
N SNEKTPOHHbIM N3AaHNSAM, OCTYN K 9NEKTPOHHbIM BUMBNNOTEYHBIM CUCTEMAM, BbIXOA B VH-
TepHeT.l10: OC Windows v.7, 8, 10, Habop ytmnut (apxuBatopbl, dann-meHeoxepsbl),
LibreOffice v.5-7, Foxit PDF Reader.

2) [Ins npoBeaeHna nabopaTopHbIX U NpakTu4ecknx pabot. KoMnboTEPHbIN Knacc
(oanH 13 Ne1-3 kopn. 1a, aya. Ne 290, 293, 383), lNK-Intel-i7 16 wT. (c onepaTtMsBHOM Nams-
TblO HE MeHee 8 rurabanT, pekomeHgyetcsa 16 rmrabanT), cneymannanpoBaHHas mebenb:
Aocka MapkepHas 1 Wwrt., ctonbl 16 WwWT., cTynba 33 WT.; 4OCTyn K dooHAam y4ebHo-meToam-
YeCKOW JOKYMEHTaLMU U 3NEKTPOHHBIM U3AaHUSM, OOCTYM K NEKTPOHHbIM BMBNNOTEYHbIM
cuctemam, Bbixoq B MIHTepHeT.

19. OueHo4HbIe cpeacTBa AnsA nposegeHusA TeKyu.|e|7| n npome)KyTquoﬁ aTrectauuu

MopsifoK OUEHKN OCBOEHUS obydarolmmucs y4ebHoro matepuana onpenensieTcs
cofepXXaHMeM crieyoLmx pasaenoB AUCLUUMIUHDI:

Ne Komne- | WHankaTop(bl)
n/ Haumerosarue pasnena TEH- OOCTUXEHNA OueHouHble cpeacTBa
AncumnnuHel (Moayns)
n uus(n) KOoMneTeHumu
1 | 1. IHdppacTpyKTypa OTKPbIThIX KIt0- MK-3 MK-3.2 KoHTponbHas paboTta no coot-
Yyel 1 3NeKTPoHHas NOANUCH MK-3.3 BETCTBYIOLLMM pasaenam.
MK-3.5
2. HopmaTnBHO-NpaBoBbIe AOKY- JlabopatopHas paboTa no coot-
MEHTbI, pErfamMeHTUpYyoLLME NpuMe- BETCTBYIOLLMM pasaenam.
HEHWE 3NEKTPOHHOW NOANMUCHK
2 | 3. TexHonorun chopmMmpoBaHus 3a- MNK-2 MNnK-2.1 KoHTponbHas paboTta no coot-
KPbITbIX KNOYEen n ceptudmkaTton MNnK-2.2 BETCTBYIOLLMM pa3genam.
OTKPbITbIX KIOYEN NPOBEPKN 3r1eK- MK-2.3
TPOHHOW NoAanucn MK-2.4 JlabopaTopHas paboTa no cooT-
BETCTBYIOLLMM pasgenam.
4. CpepcTBa 3MEeKTPOHHOM Nognmncu
3 | 5. ¥Yrposbl 6e3onacHocTM nHGopma- MK-3 MK-3.2 KoHTponbHas paboTta no coot-
LN N OCHOBHbIE HanpasrieHns 3a- MK-3.3 BETCTBYIOLLNM pasgenam.
LLWTbI, CBA3AHHbIE C UCMOSb30Ba- MK-3.5
HWEM 3NEKTPOHHOW nognucu JlabopaTtopHas paboTa no coot-
BETCTBYIOLLUM pasgernam
6. briokyeitH. OCHOBHbIE MOHATUS.
7. MNepcnekTuBbl M NpakTU4eckoe nc-
nonb3oBaHne BrIOKYENH TEXHOMNOMIN
lMpomexyTouHasa aTTecTaumsi [MepeyeHb BONPOCOB, NpakTUye-
dopma KoHTpons — 3a4eT, KP CKoe 3ajaHune




20. TunoBble OLEHOYHbIe CpeaAcTBa U MeToAMYecKue maTtepuanbl, onpegensiowme
npouenypbl oLleHUBaHUA

20.1. TeKywWwmM KOHTPONb YCNeBaemMoCTH

Tekywan arrecrtayms NpoBoaUTCA B COOTBETCTBMM C [1oNOXEHNEM O TeKyLLeN aTTecTauum

obyyvatoLwmxca no nporpammamM BbiCLLero obpasoBaHus BOpOHEXCKOro rocyaapCTBEHHOro
yHMBepcuTeTa.

Tekywan atrectauma npoBoaAUTCA B (hopmax YCTHOro onpoca (MHOVBMAYyanbHbIA OMNpoc,
dpoHTanbHas

becena) M NIMCbMEHHbIX paboT (KOHTPONbHbIE, TabopaTopHbie paboTsl). Mpn oLeHMBaHUK MO-
ryT

MCNONb30BaTLCSA KONMMYECTBEHHbIE UMM KAYECTBEHHbIE LUKanbl OLEHOK.

TeKyLMIn KOHTPOSb YyCNneBaeMoCTH No AUCUUMIIMHE OCYLLECTBASIETCA C MOMOLLbIO CrieayoLmx
OL€HOYHbIX

cpencrTs:

YcTHbIV onpoc; KoHTponbHasi paboTta no TeopeTudeckom YacTtu kypca; JlabopaTtopHble paboThl

Ne HanmeHoBaHue oue- lNpencraBneHne oLeHOYHOro
Kputepum oueHkn
n/n HOYHOro cpefcTBa cpeacTsa B oHae
1 2 3 4
1 YCTHbIN Onpoc Bonpocbl no Temam/pasgenam guc- | MNMpaBunbHbIN OTBET — 3a4TEHO,
LMMNSINHBI HenpaBUIbHbIA NN NPUHLMNMANBHO
HETOYHbIV OTBET - HE 3a4YTEHO
2 KoHTponbHas pabota Bonpocbl no temam/pasgenam guc- | LLkana oueHmMBaHMSA COOTBETCTBYET
no pasgenam Avcuu- LMMMAnHbI npvBeaeHHon B pasgene 20.2
NAWHbI
3 JlabopaTopHasi pabota | Cogepxut 7 nabopatopHbix 3aga- | [pu ycnewHo BbINOMHEHUN paboThbl
HWWA, NpegycmaTpyBaloue paspa- | CTaBUTCsa OueHKa 3ayTeHO W Ocy-
60TKy TpeboBaHMI MO YPOBHAM M | LLECTBNSAETCS OOMYCK K 3K3aMeHy, B
Knaccam 3alluLLEeHHOCTU pasnuy- | NPOTMBHOM Cry4ae CTaBUTCS OLeHKa
HbIX WMHMOPMALMOHHBLIX CUCTEM, | HE 3a4TeHO M obyvaroLuincsa He Jo-
pa3paboTkn M BHEOPEHUSA WX CU- | MYCKAETCS K 3K3aMeEHY.
CTeM 3allnTbl, @ TaKKe KOHTpons
ee ahheKTUBHOCTH.
4 KM npomexyToyHown Kaxabli KOHTPONbHO-M3MepuTensb- | Lkanbl oueHnBaHnAa NnpuBeaeHbl B
aTTecTauum HbI MaTepuan aAng nposeaeHns pasgene 20.2
NPOMEXYTOYHOM aTTecTauuu
BKIMOYAET BONPOCHI 41151 KOHTPOS
3HaHWUN, yMEeHU N BNageHumn B
pamKkax OLEeHKM YPOBHS chopmMu-
POBaHHOCTM KOMMNETEHLMW.

anBenéHHble HW)Ke 3alaHUA peKoOMeHAYeTCA UCnoJib30BaTb Npu nposeaeHnn aonarHo-
CTU4YeCKHnX pEGOT ANSA OLeHKMN OCTaTOYHbIX 3HaHUI NO AUCLUUIJIMHE

3agaHus 3aKpbITOro TMna

KomnerteHuusa NK-2

1. VYka3zarp B Kakux cayydaax (mpu ucnoab3zopannu CK3H) nas 3amuMThl NePCOHANBHBIX JAHHBIX
Heo0xoaumo ucnoab3oBath CK3U knacca KC1? I HeiiTpaau3zanuu aTak, NP CO3AaHUM CIIO-
c000B, MOATOTOBKE U NMPOBeIeHNN KOTOPHIX MCMOJIb3YIOTCS BO3MOKHOCTH:

a) 0e3 mpuBIeUEHHS CIEIUAIMCTOB B 00JacTH pa3paboTku u anaimmuza CK3U;

0) 3a mpeenaMy KOHTPOJIUPYEMOH 30HBI Ha JaHHBIE, TIEpeJaBaeMble 10 KaHAIaM CBSI3H;

B) TIPY HAXOXKJICHUH B MIPE/IENIaX KOHTPOIHPYEMOI 30HBI,

r) Ha 3tane skcruryatanuu CK3U Ha cnenyromnme o0bekThl: qokyMeHTanuto Ha CK3W 1 KOMIOHEHTHI
cpenbl GYHKIIMOHUPOBAHMS,

1) hu3ruecKkuid T0CTyI K CPEACTBaM BBIUMCIIUTEIBHOM TEXHUKH, Ha KOTOphIX peann3oBanbl CK3U u
cpena GyHKIIMOHUPOBAHHS,



€) BO3MOKHOCTh pacmojaraTh amnnapaTHbiMu KommoHeHTamu CK3U u cpensl ¢yHKUMOHUpOBaHUS,
oTrpaHWYCHHAs MEpaMH, PeaTM30BaHHBIMU B MH(GOPMAIIMOHHOW CHUCTEME, B KoTopoi ucmonb3yercss CK3U, u
HanpaBJICHHBIMH Ha MPEJOTBPAIICHUE U TIPECeUCHNE HECAHKIIMOHUPOBAHHBIX JICHCTBU;

) C IPUBJICYCHUEM CIICLUATUCTOB B 00JaCTH aHAIM3a CUTHAJIOB, COMPOBOKIAIOIINX (YHKIMOHUPO-
Banne CK3U u cpeny QpyHKIMOHMPOBaHUA, U B 00JACTH MCIIONB30BAHUS IS peATM3aliN aTaK HeTOKyMEH-
THPOBAHHBIX (HEIECKIIApHPOBAHHBIX ) BOZMOXKHOCTEH mpukiagHoro [10;

3) mpoBeneHue naboparopHbix uccnenoBanuii CK3U, ucmonb3yeMbix BHE KOHTPOJIHPYEMOW 30HBHI,
OTpaHWYEHHOE MEPaMH, PEaTH30BAHHBIME B MHPOPMAIIMOHHON CHCTeMe, B KOTOpoil ucmonb3yercs CK3U, u
HaIpaBJIEHHBIMHU HA MPEIOTBPAIEHUE U ITPECeUeHIe HECAHKITNOHUPOBAHHBIX JIEHCTBHIA;

M) B HAYYHO-HCCIEI0BATENLCKUX LEHTPaX, CIICHUATN3UPYIOUINXCS B 00JIACTH pa3paOOTKU U aHaIH3a
CK3U u cpeas! yHKIMOHUPOBAHMSI, B TOM YUCIIE C HCIIOIb30BaHUEM UCXOAHBIX TEKCTOB BXOSIIETO B Cpeay
¢byHKIIHOHUpOBaHU MpuKiIagHoro 110, HemocpeACTBEHHO UCTTONB3YIOMIETO BHI30BHI TPOTPaMMHBIX (PYHKITHI
CK3U;

K) cO37]aHue CIIOCcOOOB, MMOATOTOBKA U MIPOBEICHHUE aTaK C MPHUBJICUEHNEM CIIEIUATICTOB B 00JIACTH HC-
MOJTE30BAHUS IS peali3alii aTak HeJOKYMEHTHPOBAHHBIX (HEAEKIAPHUPOBAHHBIX) BO3ZMOKHOCTEH CHCTEM-
noro I10;

J) BO3MOXKHOCTB PacIoiaraTh CBEJACHUSMH, COACPIKAIIMMUICS B KOHCTPYKTOPCKOW JOKYMEHTAaLlMH Ha
amnmapatHble ¥ IPOTPaMMHbBIE KOMIIOHEHTHI Cpeibl PYHKIIMOHUPOBAHMS,

M) BO3MOXKHOCTH pacrojiarate BceMu anmapaTaeiMu komroHenTaMu CK3U u cpenpl hyHKITMOHUpPOBa-
HUS;

2. Yka3aThb B Kakux ciaydasx (mpu ucnoiab3opannu CK3HW) nuist 3amuThl NePCOHATBHBIX JAHHBIX
He00X0AUMO MCIOJIb30BAThL cpeacTBa Kpunrto3amuThl uHGopmanun (CK3HU) kaacca KC2? das
HeliTpajau3aumu aTak, NPH CO3JaHUM CIIOCO00B, MOATOTOBKE W NMPOBeeHNH KOTOPHIX HCIOIb3Y-
K0TCS BO3MOKHOCTH:

a) 0e3 mMpUBIEYEHNUS CIEIIHAINCTOB B 00acTi pazpadorku u aHanmmza CK3U;

0) 3a mpenenaMu KOHTPOJIUPYEMOH 30HBI Ha JJaHHBIC, TIepeaBacMbIe 110 KaHaJIaM CBSI3H;

B) MPH HAXOKACHUH B MpeAeiax KOHTPOIUPYEMOW 30HEI,

r) Ha atane skcruryaranui CK3UW Ha cnenyromme o0bekThl: fokyMernTainio Ha CK3U 1 KOMITOHEHTHI
cpepl QyHKIIMOHUPOBAHUS,

1) pu3Mueckuid TOCTyN K CPeJCTBaM BBIUMCIIUTEIBHON TEXHUKH, Ha KOTOpBIX peann3oBanbl CK3U u
cpena GyHKIIMOHNPOBAHHS,

€) BO3MOXKHOCTB pacrionarath ammapatHeiMu koMmroHneHTamMu CK3U u cpensl GyHKIIMOHWpOBaHUS,
OrpaHUYEHHAs MEpaMU, peai30BaHHBIMU B HH()OPMAIIMOHHOW cucTeMe, B KoTopoi ucnonbdyercss CK3U, u
HaNpaBJIEHHBIMHU Ha MIPEIOTBPAIICHUE U ITPeCeUeHIe HECAHKITMOHUPOBAHHBIX JIEHCTBHIA;

) C MIPUBJICUEHUEM CIICIIHAIMCTOB B 00JaCTH aHajK3a CUTHAJIOB, COMPOBOXKIAIOMINX (PYHKIIMOHHUPO-
Banue CK3U u cpeny GpyHKIMOHUPOBAHMS, U B 00JaCTU MCIIOJIb30BAHUS ISl pean3alii aTak HeJI0KyMEH-
THPOBAaHHBIX (HEAECKIApUPOBAHHBIX) BO3MOXHOCTEH npukianHoro [10;

3) mpoBeaeHue nadopaTopHbix uccienoBanuit CK3W, ucmonb3yeMbIX BHE KOHTPOJIHMPYEMOM 30HBI,
OTpaHUYEHHOE MEpaMH, Pealln30BaHHBIMU B MH(POPMAIIMOHHOH crucTeMe, B KoTopoii ucrnonbzyercs CK3U, u
HanpaBJICHHBIMH Ha MTPEJOTBPAIICHUE U TIPECeUCHNE HECAHKIIMOHNPOBAHHBIX JICHCTBUA;

1) B HAyYHO-MCCIIEJIOBATENBCKUX IIEHTPaX, CIICIUATH3UPYIOIMUXCS B 001IacTH pa3pabOTKX M aHAIH3a
CK3U u cpensl GyHKIIMOHUPOBAHMS, B TOM YHCIIE C UCTIONH30BAHUEM HICXOTHBIX TEKCTOB BXO/ISIIETO B CPEAY
¢byHKIMOHUpOBaHUs pukiaaHoro [10, HemocpeACTBEHHO UCTIONB3YIOIIET0 BEI30BBI IPOTPAMMHBIX (PYHKIHN
CK3U1;

K) CO37]aHue CIIOCOOOB, MMOATOTOBKA U IIPOBEICHUE aTaK C MPHUBJICUYECHUEM CIIELHATINCTOB B 00JIaCTH HC-
TIOJIb30BAHUS JIJISl pealIM3allii aTaK HeJIOKYMEHTUPOBAHHBIX (HEJCKIAPUPOBAHHBIX) BOBMOXHOCTEH CUCTEM-
Horo I10;

J) BO3MOXXHOCTh PacIoiaraTh CBEJICHUSMH, COACPIKAIIMMUICS B KOHCTPYKTOPCKOW JOKYMEHTALMH Ha
anmapaTHble ¥ IPOrpaMMHBIE KOMIIOHEHTHI Cpeibl PyHKIIMOHUPOBAHMUS;

M) BO3MOXKHOCTb pacriojiaraTb BceMu armapaTHbiMu komrionenTamu CK3U u cpenbl QyHKIIMOHMPOBa-
HUS;

3. ¥Yka3arh B Kakux ciaydasx (mpu ucnoaszoBanun CK3H) ns 3amuThl NepcoHANBHBIX TaHHBIX
HEe00X0AUMO MCTOJb30BaTh cpeacTBa Kpunto3amuThl uHpopmanuu (CK3HU) knacca KC3? Ins
HeHTpaJu3alMuM aTaK, P CO3IaHUHU CNIOCO0OB, MOATOTOBKE U MPOBEIEHHH KOTOPBIX HCIOJIb3Y-
OTCS BO3MOKHOCTH:

a) Oe3 mpuBIIeUEHUS CICIIMAIMCTOB B 001acTH pa3padboTku u ananmza CK3U;

0) 3a mpenenaMy KOHTPOIUPYEMOH 30HBI Ha JJaHHBIE, IepeJaBaeMbIe 110 KaHajJaM CBSI3H;

B) NIPH HAaXOKACHUH B IIpeAeIax KOHTPOJIUPYEMON 30HBI;



r) Ha yTane ’kcruryaTaund CK3U Ha cnenyromme o0bexThl: nokyMmeHTanuio Ha CK3U n koMmoHeHTs
cpensl QYHKITMOHUPOBAHUS;

1) pu3mueckuil TOCTyN K CPEACTBaM BHIUUCIIUTENBHON TEXHHUKH, HAa KOTOPhIX peann3oBanbl CK3U u
cpena GyHKIMOHUPOBAHMUS;

€) BO3MOXKHOCTB pacrionarath ammapatHeiMa kommoneHTamu CK3U u cpensl GyHKIIMOHWpOBaHUS,
OTpaHMYEHHAs] MepaMH, PeaTn30BaHHBIMA B MHPOPMALIMOHHON cUCTeMe, B KoTopoii ucronb3yercs CK3U, u
HaIpaBJIeHHBIMU Ha MPEIOTBPAILEHUE U ITPpeceUeHNE HECAaHKIIMOHUPOBAHHBIX IE€HCTBUIA;

JK) C TIPUBJICYEHHUEM CIICIIHAIMCTOB B 00JIACTH aHAIHM3a CUTHAJIOB, COMPOBOXKIAOIMNX (DYHKITMOHUPO-
Banne CK3U u cpeny pyHKIMOHMPOBAHUSA, U B 00JACTH MCIIOJIb30BAHUS ISl peaTH3aliy aTak HeTOKyMEH-
TUPOBAHHBIX (HEIEKIaPHUPOBAHHBIX) BOZMOKHOCTEH npukiagHoro 110;

3) mpoBeneHue nadoparopHbix uccaenoBanuii CK3U, ucmonb3yeMbix BHE KOHTPOJIHPYEMOW 30HBI,
OTpaHMYEHHOE MEPaMH, PEaTN30BAHHBIMY B HHPOPMAIIMOHHON cUcTeMe, B KOTopoil uconb3yercss CK3U, u
HaIpaBJICHHBIMU HA MPEJOTBpAILlEHUE U MTPecedeHNE HECAHKIIMOHUPOBAHHBIX JEHCTBU;

M) B HAYYHO-HCCIEI0BATENLCKUX LEHTPaX, CIICHUATN3UPYIOUINXCS B 00JIACTH pa3padOTKU U aHaIH3a
CK3U u cpensl GyHKIIMOHUPOBAHIS, B TOM YHCIIE C UCTIOIH30BAHUEM FICXOTHBIX TEKCTOB BXO/ISIIETO B CPEAY
¢yHKIIHOHUpOBaHU MpuKiIagHoro 110, HemocpeACTBEHHO HCITONB3YIOMIETO BEI30BHI MPOTPAMMHBIX (PYHKIIHI
CK3U;

K) CO37]aHue CIIOCOOOB, MOATOTOBKA U MPOBEICHHUE aTaK C MPHUBJICUEHNEM CIICIIUATIICTOB B O0JIACTH HC-
TIOJTE30BAHUS IS pealln3allii aTaKk HeJOKYMEHTHPOBAHHBIX (HEIECKIAPHPOBAHHBIX) BO3MOKHOCTEH CUCTEM-
Horo I10;

JI) BOBMOXKHOCTbH pacroyiaraTb CBEJCHUSIMH, COJAEPKAIIUMUCST B KOHCTPYKTOPCKOM TOKYMEHTAIMH Ha
amnmapaTHbIE ¥ POTrPaMMHBIE KOMIIOHEHTHI Cpefibl (PyHKIIMOHUPOBAHHS,

M) BO3MOYKHOCTH pacIiojiarate BceMu anmapatabiMi komroHeHTaMu CK3U u cpensl hyHKIIMOHUpPOBa-
HUS;

4. Yka3zaTb B KakuX ciay4dasx (mpu ucnoss3oBannn CK3W) niisi 3amMThl NepcoOHANBHBIX JAHHBIX
He00X0AUMO MCIOJIb30BAThL cpeacTBa Kpunrto3ammTsl uHpopmanuu (CK3HU) knacca KB? Ins
HeliTpajau3aumnu aTak, NPy cO3IaHUHN CIOCOO0B, MOATOTOBKE U NMPOBEIEHNH KOTOPBIX HCIOJIb3Y-
K0TCS BO3MOKHOCTH:

a) 0e3 MpHBIeUEHHS CIICIMAIMCTOB B 007acTH pa3paboTku u ananmuza CK3U;

0) 3a mpenenaMu KOHTPOJIUPYEMOH 30HBI Ha JJaHHBIE, IepeaBacMbIe 110 KaHaJIaM CBSI3H;

B) TIpY HAXOXKJCHHUH B MIPE/IeNIaX KOHTPOIHPYEMO 30HBI,

r) Ha 3tane skcuryaranud CK3U Ha cnenyromme o0bekThl: fokyMernTanuio Ha CK3U 1 KOMITOHEHTHI
cpebl QyHKIIMOHUPOBaHUS,

1) Gu3MUeCKuil JOCTYI K CPEACTBaM BBIYHUCINTENBHON TEXHUKH, Ha KOTOPbIX peanu3oBaHsl CK3U u
cpena GyHKIMOHUPOBAHHS,

€) BO3MOXKHOCTh pacrojyaraTth ammnapaTHbiMu komroHeHTamu CK3U m cpenpl GyHKIMOHUpPOBaHUS,
OrpaHUYEHHAs MEpaMU, peaJ30BaHHBIMU B MH()OPMAIIMOHHOW cucTeMe, B KoTopoil ucnonbzyercss CK3U, u
HaNpaBJICHHBIMU Ha MIPEIOTBPAIICHUE U ITPeCceUeHIe HECAHKITMOHUPOBAHHBIX JISHCTBHIA;

)K) C MPUBJICYCHUEM CIICIIMAIMCTOB B 00JIaCTH aHAIM3a CUTHAJIOB, COMPOBOXKIAIOIINX (DYHKIMOHUPO-
Banue CK3U u cpeny GpyHKIMOHMPOBaHUS, U B 00J1aCTH MCIIOJIB30BAHUS ISl pean3alliy aTak HeJI0KyMEH-
THPOBaHHBIX (HEACKIAPUPOBAHHBIX) BO3MOXHOCTEH npukianHoro [10;

3) mpoBeaeHue nabopaTopHbix HccienoBanuit CK3M, ucnonb3yeMbIX BHE KOHTPOJIUPYEMOH 30HBI,
OTpaHUYEHHOE MEpaMH, PEeaIn30BaHHBIMU B HHPOPMAIIMOHHOH cucTeMe, B KoTopoit ucnoib3yercs CK3U, u
HapaBJIEHHBIMU Ha MIPEIOTBPAICHUE U ITPeCceUeHIe HECAHKITMOHUPOBAHHBIX JISHCTBHIA;

M) B HAYYHO-HCCIIEI0BATEILCKUX LEHTPAX, CIICHUATN3UPYIOUINXCS B 00JIACTH pa3padOTKU U aHaIH3a
CK3U u cpensl QyHKIIMOHUPOBAHYSI, B TOM YHUCIIE C UCIOIB30BAaHIEM HCXOIHBIX TEKCTOB BXOJISIIIETO B CPEILy
byHKIIMOHUpOBaHUs MpukiaaHoro [10, HemocpeACTBEHHO UCTIONIB3YIOIIETO BEI30BBI TPOTPAMMHBIX (PYHKIHN
CK3U1;

K) CO37]aHue CrIoco00B, MMOATOTOBKA U MIPOBEICHUE aTaK C MPHUBJICYEHHEM CIIEUATIICTOB B 00JIACTH HC-
TOJIB30BAHUS IS pealn3allii aTaKk HeJOKYMEHTHPOBAHHBIX (HEACKIAPHUPOBAHHBIX) BOZMOKHOCTEH CHCTEM-
Horo [10;

J) BO3MOXXKHOCTB PacIoiaraTh CBEJICHUSMH, COACPIKAIIMMHICS B KOHCTPYKTOPCKOW JOKYMEHTALlMU Ha
amnmapaTHbIe ¥ MPOrPaMMHBIE KOMIIOHEHTHI Cpefibl (yHKIIMOHHUPOBAHMS,

M) BO3MOXXHOCTP pacrojiaraTh BceMu ammapaTHsiMu komroaneHTaMu CK3U u cpenbl GyHKITHOHUPOBA-
HUS;

5. ¥Yka3arb B Kakux ciay4yasx (mpu ucnos3oBanun CK3HW) nis 3amuThl nepcoHaJbHbBIX JAHHBIX
He00X0AMMO HCIO0JIb30BaTh cpeAcTBa KpunTo3amuThl mHpopmanun (CK3HM) kaacca KA? JIns
HelTpaanu3aluu aTak, NPy CO3JAHHH CIIOCO00B, NOATOTOBKE U MPOBEACHUH KOTOPBIX HCIO0JIb3Y-
OTCS BO3MOKHOCTH:



a) 0e3 mpuBIeUEHHS CIICIHUAIMCTOB B 00JacTH pa3padboTku u anaimmuza CK3U;

0) 3a mpenenaMy KOHTPOIUPYEMOH 30HbI Ha JJaHHBIE, IEpejaBaeMble 110 KaHaJIaM CBSI3H;

B) NP HAXOKACHUH B MpeAeaax KOHTPOIUPYEMON 30HBI;

r) Ha yTane ’kcmryatannu CK3U nHa cnenyromme o0bekThl: tokymenTanuio Ha CK3W u koMmnoHeHTH
cpenp! QyHKIIMOHUPOBAHUS,

I) pu3mueckuii TOCTyN K CpeAcTBaM BBIUMCIUTENBHON TEXHUKH, Ha KOTOPBIX peann3zoBaHsl CK3U u
cpena GyHKIMOHUPOBAHMUS;

€) BO3MOXKHOCTB pacrionarath ammapatHeiMa kommnoneHTamMu CK3U u cpensr (GyHKIIMOHMpOBaHUS,
OTpaHMYEHHAs] MepaMH, PeaTn30BaHHBIMA B MHPOPMALIMOHHON cUCTeMe, B KoTopoii ucronb3yercs CK3U, u
HanpaBJICHHBIMH Ha MIPEJOTBPAIICHUE U TIPECeUCHNE HECAaHKIIMOHNPOBAHHBIX JICHCTBU;

) C PUBJICYCHUEM CIIELUATUCTOB B 00JIACTH aHAM3a CUTHAJIOB, COMPOBOXKIAIOIINX (YHKIHOHUPO-
Banne CK3U u cpeny pyHKIMOHMPOBAHUSA, U B 00JACTH MCIIOJIb30BAHUS ISl peaTH3aliy aTaK HeJTOKyMEH-
TUPOBAHHBIX (HEIEKIaPHUPOBAHHBIX) BOZMOXKHOCTEH npukiagnoro [10;

3) mpoBeneHue nabopartopHbix uccnenoBanuii CK3U, ucmonb3yeMbix BHE KOHTPOJIUPYEMOH 30HBI,
OTpaHMYEHHOE MEPaMH, PEaTN30BAHHBIMY B HHPOPMAIIMOHHON cUcTeMe, B KOTopoil uconb3yercss CK3U, u
HalpaBJICHHBIMH Ha IIPEJOTBPAIIECHUE U IPECEUCHNE HECAaHKIIMOHUPOBAHHBIX JICHCTBUIL;

1) B HAyYHO-HCCIIEIOBATEILCKUX LEHTPaX, CIICHUATN3UPYIOLUINXCS B 00IACTH pa3pabOTKH U aHAIu3a
CK3U u cpeas! yHKIMOHUPOBAHUSI, B TOM YUCIIE C HCIIOJIb30BAHMEM HCXOAHBIX TEKCTOB BXOJISIIETO B Cpey
¢byHkuuonupoBanus npukiaaaHoro 110, HenocpeACTBEHHO UCTIONIB3YIOIIET0 BEI30BEI IPOTPAMMHBIX (PYHKIMH
CK3U;

K) cCO37]aHue CIIOCOOOB, MOATOTOBKA U ITPOBE/ICHHE aTaK C MPHUBICUYCHHEM CIICIUATIICTOB B 00JIACTH HC-
MOJIb30BAHUS TSl PeasIn3allii aTaK HelJOKYMEHTUPOBAHHBIX (HEACKIApPUPOBAHHBIX) BO3MOXXHOCTEH CUCTEM-
Horo I10;

J) BO3MOXKHOCTh PacIioiaraTh CBEJCHUSMH, COACPKAIINMUICS B KOHCTPYKTOPCKOW JOKYMEHTAllMU Ha
amnmapaTHble ¥ IPOrpaMMHBIE KOMIIOHEHTHI Cpeibl QYHKIIMOHUPOBAHUS;

M) BO3MOYKHOCTH pacIojiarate BceMu anmapaTabiMi komroHeHTaMu CK3U u cpens! hyHKIIMOHUpPOBa-
HUSL,

6. Jlna obGecrnevyenusi 4 ypoBHSl 3al[UINEHHOCTH MEPCOHAJIBHBIX AAHHBIX (MPH HCMOJb30BAHUU
CK3H) He00x01uMO0 BHINOJTHEHUE CJAEAYIOMUX TPeOOBAHUI:

a) opra"m3anus pexuma odecriedeHns: 0e30MacHOCTH OMEIICHUH, B KOTOPBIX pa3MelieHa nHpopMa-
LIMOHHAS CHCTEMA, IPETATCTBYIOIIEr0 BO3MOXXHOCTH HEKOHTPOJIMPYEMOT'O IPOHUKHOBEHUSI WIIN MPEOBIBAHUS
B 3TUX MOMEIIECHUSIX JIUII, HE UMEIOIIUX TpaBa JOCTYIAa B 3TH OMEIICHHS;

0) obecrieueHre COXPaHHOCTH HOCUTENIEH ePCOHATIbHBIX JaHHbIX;

B) yTBEPKAECHUE PyKOBOIUTEIIEM ONEpaTopa JOKYMEHTA, ONPEACIISIOMIEro IepeyeHb JIUL, T0CTYIl KO-
TOPBIX K IEPCOHAIBHBIM JaHHBIM, 00pabaThIBaeMbIM B HH(POPMAIIOHHON crcTeMe, HEOOXOMM ISl BBITION-
HEHHSI UMH CITY>KEOHBIX (TPY/IOBBIX) 00S3aHHOCTEH;

T') UCTIOJIb30BaHUE CPEICTB 3aIIUTHl MH(POPMALUH, IPOILIEeIINX TPOLEAYPY OLIEHKH COOTBETCTBUS Tpe-
OoBaHMSIM 3aKOHO/aTeNbCTBa Poccuiickoit @enepanyu B obacTu odecniedeHust 6e30nacHoCcTH HHPOpMaIny,
B clly4ae, KOrjia IpUMEHEHHE TaKKX CPEJICTB HEOOXOIUMO JIIsl HEHTpai3aiuy aKTyalbHbIX yTPo3;

) Ha3HAYE€HWH JOJKHOCTHOTO Jinnia (pabOTHHKA), OTBETCTBEHHOTO 3a 00ecreueHrne 0e30macHOCTH Tep-
COHAJIBHBIX JAHHBIX B UHPOPMALIMOHHOHN CUCTEME

7. B HacTosiee BpeMs B 00J1acTH o0ecriedeHHsI 0€30MaCHOCTH NMEPCOHANBHBIX JaHHBIX € HCMOJIb-
30BaHHeEM CPeICTB KPUNTO3AIUTHI HH(POPMALMH AeiicTBYIOT c/leyIolie HOPpMATUBHO-MeTOAH-
yeckue 1okymMenThl ®Ch Poccumn:

a) [Ipukaz ®CB ot 10 uromnst 2014 rona N 378 "OO0 yTBepKI€HHH COCTaBa U COAEPIKAHMS OpraHU3al-
OHHBIX U TEXHUYECKUX Mep 10 0becneueHnto 6e301acHOCTH MEPCOHANBHBIX JaHHBIX MIPU UX 00paboTKe B MH-
(OpPMAaIMOHHBIX CHCTEMAaX MEPCOHANBHBIX JAHHBIX C UCTIOJNIE30BAaHHEM CPEJICTB KPUNITOrpaduecKOi 3alUThI
MHPOpMaIUK, HEOOXOAMMBIX JUISI BHIOJHEHUsT ycTaHOBIIeHHBIX [IpaButensctBom Poccuiickoit denepanun
TpeOOBaHMI K 3alIUTE MEPCOHANBHBIX JaHHBIX JUIS KaXKI0TO U3 YPOBHEW 3alIUIIEHHOCTH";

0) IIpukaz ®CB Poccum ot 9 deBpans 2005 roga N 66 "OO yTBepKIeHHHN TOJI0XKEHUS O pa3paboTKe,
MPOM3BOJICTBE, PEATU3AIUH U AKCIUTyaTalud MH(QPOBANIBHBIX (KpUNTOrpadhUvIecKnuX) CPEACTB 3allUThl WH-
dopmarmu (ITonoxenue [1K3-2005)";

B) "MHCTpyKIMst 00 opranu3anuu u odbecreueHnr 0€30MacHOCTH XpaHeHus1, 00padOTKH U Iepeiadu 110
KaHaJIaM CBSI3U C MCIIONIb30BaHUEM CPEJICTB KPUNTOTrpadhUIecKor 3anThl HHPOPMAITUH C OTPaHUIEHHBIM JI0-
CTYIIOM, HE coAep)Kallell CBEJeHHH, COCTAaBISIOMINX TOCYAapCTBEHHYIO TailHy'", yTBEp>KACHHAs MPUKA30M
DAIICH ot 13 nrons 2001 roma N 152;

r) "Meronuueckne peKOMEHAAIMU M0 pa3paboTKe HOPMATHBHBIX MPABOBBIX aKTOB, OMPEAEISIOIINX
yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX, aKTyaJIbHbIC IIPH 00paboTKe MepCOHATbHBIX JAHHBIX B UH(OP-
MAaIMOHHBIX CUCTEMaX MEePCOHAJBHBIX JaHHBIX, IKCILTYyaTHUPYEMBIX MPH OCYIIECTBICHUN COOTBETCTBYIOIIMX



BUJIOB JAEATENLHOCTH", yTBepkIeHHble pykoBoAacTBoM & Llentpa ®CB Poccum (N 149/7/2/6-432 ot
31.03.2015);
) BCE BBILICTICPEUNCIICHHBIC;

8. Uem ynocToBepsieTcsi COOTBETCTBHE CPEACTB KPUNITO3ALUTHI HHGOPMALUH, TPeGOBAHUSAM 110 3a-
muTe nHpopmanuu?

a) aTTeCTaToM COOTBETCTBHS;

0) TUTICH3HEH;

B) CEpTU(PHUKATOM COOTBETCTBUS;

T) aTTeCTaTOM aKKpEeIUTALIUH;

9. CKoJbKO KJIACCOB CPeACTB Kpunrorpadguyeckoi 3amuTsl HHGOPMALUM MOKET NPUMEHSTHCS
AJS HEeHTPATU3alUM ATAK, OPraHNU3yeMbIX C LeJIbI0 HAPYLIeHUsI 0e30MACHOCTH 3aIMIIAeMbIX
NMEePCOHATbHBIX TAHHBIX?

a) J1Ba Kjacca;

B) TPH KJiacca;

T') YeThIpe KIacca;

) AT KJIacCOB;

3a4aHnsa OTKPLITOro T1na

1. CKoJIBKO YCTaHOBJICHO KJIACCOB JISL CPEJICTB KPUIITO3AIIUTHI HH(pOpMAIu?

2. B KaKuX ClIy4dasax JOIIYCKACTCsA XPaHCHUC CbEMHBIX MAalIMHHBIX HOCHUTEJIEH I/IH(I)OpMa]_[I/H/I IepcoHalIb-
HBIX JJAHHBIX BHE Celi()oB (METAIITMUECKHX MKa(pOB)?

3. B xakux mHQOpMAIMOHHBIX CHCTEMaX B IEISX 3alIUTH MHPOPMAIIUU MIPETyCMOTPEHO 00S3aTEIIbHOE
MpUMEHEHUE KBATH(DUIIMPOBAHHON AIIEKTPOHHOM MTOMMTHCH?

4. B un(opManuoHHON cucTeMe NePCOHAIBHBIX JaHHBIX YIPO3bl 1-To THMA aKTyabHbI, €CIIM IS Hee B
TOM YHCJI€ aKTyaJbHbI YIPO3bl, CBA3aHHBIC C HAJMYUEM HEIOKYMEHTHPOBAHHBIX (HENEKJIApUPOBaH-
HBIX) BO3MO)KHOCTEH B

5. B uH(bOpMaMOHHOM cHCcTEME MEPCOHAIBLHBIX JAHHBIX YTPO3bl 2-TO TUMA aKTyaJIbHBI, €CIIU IS Hee B
TOM YHCJIC aKTyaJIbHbI YI'PO3bl, CBA3aHHBIC C HAJIUYMEM HCJOKYMCHTUPOBAHHLIX (HCILCKJIapI/IpOBaH-
HBIX) BO3MO)KHOCTE B

3agaHuns C pa3BEPHYTbIM OTBETOM

1. Kakue ocHOBHble MeponpUATUA NPOBOAATCA B rOCYAapPCTBEHHOU MHPOPMALMOHHOM cUcTeme ANA
dopmupoBaHua TpeboBaHmii no 3awmte HGopMmauuu.

Kputepun oueHmMBaHuUA LLKana oueHoK
Obyuatowuiica NpMBOAMT OCHOBHbIE meponpus- | OTanyHo (90-100 6annos)
TUA 3aWNTbl HGOPMaLLMK B FOCYAAPCTBEHHDBIX
MHPOPMALMOHHBIX cucTemax. MoapobHo onuncaH
KaKA4bli U3 3Tanos.

Ob6yuatowniica NpMBOAMT OCHOBHbIE Meponpus- | Xopowo (70-80 6annos)
TWA 3aWNTbl HGOPMaLLMK B FOCYAAPCTBEHHDBIX
MHPOPMALMOHHBIX cucTemax. MoapobHo onuncaH
Kakabli U3 aTanos. [lonycKkatoTca He3HaunTe N b-
Hble€ HETOYHOCTMU.

Obyuatowuiica AonyckaeT olWnbKy B nocnenosa- | YaosnetsoputenbHo (50-70 6annos)
TENbHOCTU OCHOBHbIX MEPONPUATUIA 3aLUMUTbI UH-
dopmaLmm B rocyaapcTBEHHbIX MHPOPMALMOH-
HbIX cMCTEMaX. YaCTUUYHO ONMCaH Kaxkabli U3 3Ta-
noB. OTBET He COAEPKUT rpybbix OLNOOK.

He npeacTtaBneHbl aTanbl popMUPOBaHNUA Tpebo- HeynoBsneTBopuTeIbHO
BaHMWM 3aWMUTbl UHPOPMALMK B TOCYAAPCTBEHHbIX
MHPOPMaLMOHHBIX cucTemax. MpUCyTCTBYIOT rpy-
6ble OLWNOBKN MU HETOYHOCTHU.

KomnerteHuusa NK-3



3agaHus 3aKpbITOro TMna

1. dopmupoBanue TpedOBaHUIl K 3amuTe HHPOPMALUM, coep:Kalleiicsd B rocyiapcTBeHHOI WH-
(opmanmonHoii cucTeme, mpeanoaraer cjaeayoLue ITANbI:

a) IPUHATHE PEIICHNS 0 He0OXOIMMOCTH 3alTUTHI HH(POPMAITUY; KTacCH(PUKAIINI0 HHPOPMAITMOHHONW CH-
CTEMBI 0 TpeOOBaHMAM 3aIIKUTH HH)OPMAIINH; ONIpeIeIeHne yrpo3 0e30macHoCTH HH(OPMAIH; OIpeiene-
HHUE TpeOOBaHMIA K CHCTEME 3aIlIUThl HH(OopMaluy;

0) aHaNM3 pUCKOB HAPYIICHUS HH(OPMAIIMOHHOM 6€30MaCHOCTH; Pa3padOTKy MOJIENH YTPo3 O€30MaCHOCTH
nH(OpMAITH; oTIpeielIcHHe TPeOOBaHNM K CHCTEME 3aIUTH HH(POPMAITHH;

B) aHAJIN3 HOPMATHBHBIX MPABOBBIX aKTOB, METOIUYECKUX JTOKYMEHTOB M HALIMOHAILHBIX CTAHJAPTOB, KO-
TOPBIM JJOJKHA COOTBETCTBOBATh MH(OPMALIMOHHASI CHCTEMA; ONpeAeIeHUe yrpo3 0e30nacHOCTH HHPOopMa-
[IUH; OTIpe/ieNieHre TpeOOBaHUH K CHCTEME 3aIUTH WH(OPMAITUH;

T) onpeseenne NHGOpMaIKK, ToAJIeKaIeH 3anTe B MHOOPMAIMOHHON CUCTEME U €€ 3HAYMMOCTH; KJlac-
cupuKanuy MHHOPMAMOHHOW CHCTEMBI IO TpeOOBaHMSAM 3alUTHl HH(GOPMALMK; ONpeAeIeHne yrpos oes-
omacHOCTH WH(OPMAITIH, OIIpeaeiieHne TpeOOBaHUH K CHCTEME 3alTUTHI HH()OPMAITHH;

2. Mopaeas yrpo3 dezonacHoctu undopManun u (MI1M) TEXHUYECKOE 3aJaHIe HA CO3IaHUe rocyaAap-
CTBEHHOH MH(OPMALMOHHOUH CHCTEMBI J0JKHbI ObITH COIJIACOBaHbI (B Mpeaeaax UX MOJHOMO-
4YMii B YaCTH, KaCalOLIeiicsl BHINOJIHEHUsI YCTAHOBJICHHBIX TPe0OBaHM 0 3a1uuTe HHGOpMannu)

a) ®CTOK Poccun; ®CB Poccun; Muniudpsl Poccun; Pockomuamzop;

0) ®CTIK Poccun; Pockomuaanzop; Munmudpsr Poccnn;

B) ®CTOK Poccun; ®Ch Poccun; Pockomuamzop;

r) ®CTIK Poccun; ®Ch Poccun;

1) ®CTIK Poccnmn; Munnmdpsr Pocenuy;

3. TpebGoBaHus Kk cucreMe 3alIMTHI MH(POPMALUK TOCyIaAPCTBEHHOH MH(OPMAIMOHHON CHUCTEMBbI
onpeessoTCs B 3aBUCHMOCTH OT:

a) 0aHKa TaHHBIX yrpo3 Oe3onacHocTy uH(opMarmu (bdu.fstec.ru), a Takke pe3yJIbTaTOB aHAIM3a YI3BH-

MoOCTel UH(POPMAIIMOHHON CHCTEMBI,

0) Mozenu yrpo3 6e30macHOCTH WH(GOPMAITHH, a TAKKE PEe3yNIbTaTOB aHAIIM3a YA3BUMOCTEH MH(OpMAIIH-
OHHOM CHUCTEMBI;

B) KJlacca 3alIMIICHHOCTH HH()OPMAIIMOHHOM CHCTEMBI M yIpo3 0€30MacHOCTH HHPOPMAIMH, BKIIIOYEHHBIX
B MOJIENb YTP0o3 0€30MacHOCTH WH(OPMAITUH;

T') OT 3HAYUMOCTH 00pabaTpiBaeMol B Hell nH(popMaIy 1 MaciiTada nHGOPMAIIMOHHONW CUCTEMBI;

4. B kakux HH()OPMAUHMOHHBIX CHCTEMAaX B LEJAX 3al[UTHI HHPOPMALMHU NPEAYCMOTPEHO 00s13a-

TeJIbHOE PUMEeHEHUEe CPeACTB KpUunrTorpadgunyeckoii 3ammursl uHGopmManuu?

a) B rOCY/IapCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMAX;

0) B nH(GOPMAIIMOHHBIX CHCTEMaX NEPCOHAIBHBIX JTAHHBIX;

B) B MH(OPMAIIMOHHBIX CHCTEMAaX OOIIEro MOJIb30BaHNS,

T') B ”HPOPMAITMOHHBIX CUCTEMaX MEPCOHANBHBIX JIAHHBIX, €CIIH MIePCOHAIbHbIEC JAHHBIC MOJICKAT KPHII-
TOTrpauIECcKoil 3aliTe B COOTBETCTBUHU C 3aKOHOAATEIHCTBOM Poccuiickoit Depepaliiin ¥ OCyIIECTBISIETCS
repeavya TakuX MePCOHANBHBIX JaHHBIX M0 HE 3allUINEHHBIM KaHAIaM CBS3H H/WJIN OCYIIECTBIIIETCS XpaHe-
HUEC ICPCOHAIBHBIX JJAHHBIX HAa HOCUTCIIAX I/IH(l)OpMaHI/II/I, HecaHKHHOHHpOBaHHBIﬁ JOCTYII K KOTOPBIM CO CTO-
POHBI HAPYIIUTEINS HE MOXKET OBITh UCKIIIOYEH C MIOMOIIBI0 HEKPUNTOTPahUIECKUX METOIOB H CIIOCOOOB;

5. B kakux nH(pOPMAINHOHHBIX CHCTEMAX B LeIAX 3alMThl HH(POPMANMU MPeTyCMOTPEHO 00s13a-

TeJIbHOE NPUMeHeHne KBaJIu(UIUPOBAHHOMN 3JIEeKTPOHHON moanucu?

a) B TOCYIapCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMAX;

0) B mH(pOPMAITMOHHBIX CUCTEMAaX MEPCOHATLHBIX JAHHBIX;

B) B MHOPMALMOHHBIX CHCTEMax OOIIEero MOJIb30BaHUs;

T') BO BCEX MEPEUNCIICHHBIX BBIIIe HHPOPMAIIHOHHBIX CHCTEMAX;

6. Paszpaborka cucteMbl 3a1IUTHI HHGOPpMAaLUM HHPOPMALHOHHOI CHCTeMBbI OCYLIECTBJISIETCH B CO-
OTBETCTBHMH € TEXHUYECKHMM 3a/IaHMEeM Ha cO3JaHNe NH(OPMAIMOHHON CHCTeMBbI M (MJIN) TeXHHU-
YecKUM 3alaHueM (YACTHbIM TeXHHYECKHM 3alaHHeM) Ha CO3/1aHHe CHCTeMbl 3amuThl uHGop-
Malnuu HH(POPMAIIMOHHON CHCTEMBbI H BKJIIOYAET CJIeAYIONINe CTATUM:

a) xiaccuukanuo THOOPMAIIMOHHON CHCTEMBI 1O TPeOOBAHUAM 3aIIMTHl MHPOPMAINH; ONpeaciIeHUe

yrpo3 6e3onacHocTd HHPOPMALIUK; ONIpeiesieHIe TPeOOBaHUH K CHCTEME 3aIlUThl HH)OpMAalny;

0) pa3pabOTKy MOJIeIH YIpo3; onpeeicHie TPEOOBaHHI K CHCTEME 3all[UThl HH(POPMALIMK; ONPE/C/ICHUES
BUJIOB M THIIOB CPEJICTB 3alIUThl HHPOPMALUH, 00ECIIEUHNBAIOIINX PEATM3ALNI0 TEXHUIECKUX MEp 3allUThI
nHpOpMauK; pa3paboTKy SKCIUTyaTallMOHHON TOKYMEHTALUH;



B) pa3pabOTKy MOJAEH yIpo3; OmpeesieHre TpeOOBaHUI K CHCTEME 3alllUThl MHPOPMAINH; OTIpeeIeHIE
HEOOXOIMMBIX CPEJCTB 3alIUThHl HHPOPMAINHY; pa3paboTKy OpraHU3aIllMOHHO-PACTIOPSITUTENBHOM 1 3KCILTya-
TAIlMOHHOM JOKyMEHTAIINU;

T') IPOEKTUPOBAHUE CHCTEMBI 3aIIUThl HHPOPMALIUK; Pa3paboTKy 3KCITyaTalMOHHON TOKYMEHTAINH;

MaKEeTHPOBAaHNEC U TECTHPOBAHNE CUCTEMBI 3aIIUTH HHPOpManuH (TIpu HEOOXOMMOCTH);

7. DKCIMIyaTalMOHHASI JOKYMEHTALMs HA CHCTeMY 3alIMThl HHGopMauuu UH(OPMALMOHHON cH-

crembl paspadarbiBaercs ¢ yuetoM 'OCT 34.601, 'OCT 34.201 u I'OCT P 51624 u noxHa B
TOM YHCJIe COJePKATh:

a) pyKOBOJICTBO IMOJIb30BAaTENs; PYKOBOACTBO OINEpPaToOpa; pyKOBOACTBO aAMHHUCTPATOPA; OMKCAHKE Mpa-
BIJI KCIUTyaTallly CUCTEMBI 3alMThl HH(pOpMay HH()OPMAIIMOHHON CUCTEMBI;

0) ommcaHne CTPYKTYPbI CHCTEMBI 3alUTHI HH()OpMAINi HH()OPMAITMOHHOMN CHCTEMBI; OTMCAaHNE COCTABa,
MECT YCTaHOBKH, TAPaMETPOB U MOPSAKA HACTPOHKH CPECTB 3alIUThl HHPOPMAIUHU, TPOrPAaMMHOTO o0ecTie-
YEeHUS U TEXHUYECKUX CPEJICTB; OMMCAHHUE TIPABHJI SKCIUTyaTallui CUCTEMBI 3aIUTHI;

B) PYKOBOJACTBO aIMHHUCTPATOpa HHPOPMAILIMOHHON CUCTEMBI; OIMCAHUE MIPABWII Pa3BEPTHIBAHMUS U IKC-
TUTyaTally CUCTEMBI 3aIUTHl HH(OpMauy HHYOPMALIMOHHON CHCTEMBI,

T') IOPSAJOK pa3BepThIBaHUS M HACTPOMKH CPEAICTB 3alIMThHl HH(POPMALIMH; OMTUCAHUE TPABHIII SKCILTyaTallun
CHCTEMBI 3aILUTHI; IPaBuiIa U TPEOOBAHUS 110 PEaIM3alUU YCTAaHOBICHHBIX MEP 3alUThl HHPOPMAIIIH;

8. Buenpenue cuctemsl 3aUTHl HHGOPpMALUU HHPOPMALMOHHOI CHCTEeMbI OCYIIECTBJsIETCS B
COOTBETCTBUM € MPOEKTHOM U IKCINIYATALMOHHOM JOKYMEHTALMeH HA CUCTeMY 3alUThl HHpopMauuu
HHGPOPMALMOHHOM CHCTEMbI H B TOM YHCJIe BKJIKYaeT:

a) HACTPOHKY CPEJICTB 3alIUThI; IPEABAPUTENbHBIC HCIIBITAHUS CUCTEMBI 3aIIMTHl HH(POPMALIUH; OTBITHYIO
IKCIUTyaTallMi0 CUCTEMBI 3aLIUThl MH(OPMALWH; NPUEMOYHBIE UCIBITAHUS; aTTECTALUI0 MHPOPMALIMOHHOMN
CHCTEMBI;

0) pasBepThIBAaHHE CPEJCTB 3aLIUTHL;, pa3padOTKy OpraHU3alMOHHBIX MEp 3alIUThl HHPOPMALIUH; TIpe/IBa-
PHUTENbHBIEC UCTIBITAHHUS CUCTEMBI 3aIIUTHl HH)OPMAILIMHU; ONBITHYIO 3KCIUTYaTallli0 CUCTEMBI 3alUTHl HH(OP-
MallW{; aHAJIK3 YSI3BUMOCTEH M IPUHATUE MeP 3aLIUThl HHYOPMALIHU 10 UX YCTPAHEHHIO; IPUEMOYHBIC UCIIbI-
TaHUS;

B) YCTAHOBKY U HACTPOWKY CPEJCTB 3aIUTHI; pa3paboTKy OpraHn3aliOHHO-PaCTIOPSAUTENbHBIX JOKYMEH-
TOB IO 3alIUTe WHPOPMALMK; BHEAPEHHE OPraHW3alOHHBIX MEpP 3aIlUThl HHPOPMALMK; NpeIBapUTeIbHbIE
WCTIBITAHUS CUCTEMBI 3aIIUThl HH(POPMALIMH; ONBITHYIO SKCIUTYaTall{I0 CHCTEMBI 3allUThl HH(POPMALlUH; aHa-
TIU3 YSA3BUMOCTEH M MIPHHATHE Mep 3aIIUThl HH(OPMAIIMH [0 WX YCTPaHEHHIO; IPUEMOYHbIE UCTILITAHMUS,

') yCTAaHOBKY M HACTPOHKY CPEICTB 3aIlUTHI; pa3pad0TKy OpraHU3alliOHHO-PACHOPSIIUTEIbHBIX TOKYMEH-
TOB I10 3aIIKTe MH(POPMAIMK; BHEAPEHUE OPraHU3AMOHHBIX MEp 3alIUThl HHPOPMALUH; 00yUIeHHE TOIb30-
BaTelleil; MpeBapuTeIbHbIC UCTIBITAHUS CHCTEMBI 3aIUTHl HHPOPMAIIMHU; ONBITHYIO SKCIUTYaTal[Ui0 CHCTEMBI
3alIUTHl HTHPOPMAIMH; IPUEMOYHBIC UCTIBITAHHS;

9. PaszpabaTbiBaeMble OPraHu3alMOHHO-PACTIOPATUTENbHbIE JOKYMEHTHI MO 3amuTe WHGopMa-
MM JO/KHBI ONIPeesiTh MPABUJIA U MPOLENYPHI:

a) ympaplieHHs (aJJMHHUCTPHPOBAHUS) CHCTEMOHN 3alIMThl MH(QOPMAIMH; BBISIBICHUS HHIUIECHTOB O€3-
OIMAaCHOCTH MHPOPMAIH U pEarupoBaHus Ha HUX; YIpaBJICHUS KOHGUTypanreil nHHOPMalMOHHON CHCTEMBI
Y CHUCTEMBI 3alUThl HH(OpMaKu; KOHTPOJIS (MOHUTOPHUHIA) 32 00ECIeYeHHEM YPOBHS 3aLUIIEHHOCTH WH-
¢dopmanum, cogepkamiericss B ”HQOPMAMOHHONW CUCTEME; 3allUThl MH(OPMALIMH NIPH BBIBOJE U3 IKCILTyaTa-
UM HHPOPMAITMOHHON CHCTEMBI WM TIOCIIE IPUHSATHUS PEIeHNsT 00 OKOHYaHWHU 00paboTKK MH(OopMaIuy;

0) yripaBneHus (aIMUHUCTPUPOBAHUS ) CUCTEMOH 3alIUTH MHGOPMAIINH; YIIPaBIeHUS KOH(UTYparuei nH-
(opMaLIMOHHON CHCTEMBI M CHCTEMBI 3aIUThl WHGOPMALK; KOHTPOJI (MOHUTOPHHIA) 3a o0ecredeHueM
YPOBHS 3aIUIIEHHOCTA WHPOPMAIIUH, coJIepxKalleiics B THOOPMAIIMOHHOW CUCTEME; 3alllUThl HH(OpMAIIUU
NIPY BBIBOJIC W3 DKCIUTyaTalud WH(MOPMAIIMOHHON CHCTEMbI MJIM IOCTIe TPHUHATHS pelieHus 00 OKOHYaHUH
00paboTKu uHpOpMaLny;

B) ynpaBiieHHs (aAMUHUCTPUPOBAHMS) CUCTEMOH 3a1UThl HH(OpMaIMY; yIpaBiieHHs KOHQUTypauen nH-
(OpMaIMOHHOW CHUCTEMbI M CHUCTEMBI 3aIUTHl WHPOPMAIMH; KOHTPOJIsi (MOHUTOPHHTA) 32 o0ecrieueHueM
YPOBHS 3aIIMIIEHHOCTH WHPOPMALIUH, COACpIKaIIeics B MHPOPMAIMOHHON CUCTEME;

T') BBISIBJICHUS! MHIKUACHTOB 0€30MacHOCTH MH(OpMALMU U PearnpoBaHus Ha HUX; YIpaBIeHUS KOH(UTY-
panyeii HHPOPMAIIMOHHON CUCTEMBI U CHCTEMBI 3allIUThl HHQOPMAIMK; KOHTPOJIsl (MOHUTOPHHTA) 32 obectie-
YEHHEM YPOBHS 3allIMIICHHOCTH WHPOPMAITUH, COJIepKalieicss B ”HPOPMAaIMOHHOM cucTeMe;

10. lIpu BHeApEeHUH OPraHU3AMUOHHBIX Mep 3aIUTHI HHGOPMALUH OCYIIECTBIAIOTCS

a) peanu3anys NpaBUl pasrpaHUYEHHUs AOCTYINA, YCTAHOBKA M HACTPOMKA CPENCTB 3alIUTHI; pa3paboTka
OpraHU3aIMOHHO-PACTIOPSIUTENLHBIX JOKYMEHTOB IO 3amuTe HH(opMmanuu; oOydeHHe MOoJb30BaTelei;
NpeIBApUTEIIbHBIC HCIIBITAHUSI CHCTEMBI 3allIUThl WHPOPMAITUK;, ONBITHAS KCIUTyaTalUsl CUCTEMBbI 3alUThI
MHQOPMAIIH;



0) peanmu3zanus MpaBwwl pa3rpaHUYCHUS JOCTYIA, U BBEJICHUE OTPAaHHUYCHUI Ha JCHCTBUS IMOJIb30BaTEIICH,
a TaKKe Ha M3MEHEHHE YCIIOBHH 3KCILTyaTallii, COCTaBa M KOH(PHUTypaIlii TEXHUIECKUX CPECTB U IPOTPaMM-
HOT'0 00ECTICUEHUS; TPOBEPKa MOJHOTHI U ACTATLHOCTH OIMCAHUS B OpPTaHU3AI[HOHHO-PACTIOPSTUTEILHBIX JI0-
KyMEHTax 10 3alluTe WHPOpPMAIUU JACUCTBUH TOJIH30BATEICH U aJIMUHUCTPATOPOB; OTPAOOTKA JCHUCTBUH
JOJKHOCTHBIX JIUII U TIOJPa3/IeIeHn, OTBETCTBEHHBIX 32 Peaji3alliio Mep 3aIIUThl HH(OPMAIIHH;

B) pa3BepTHIBAaHME CPEACTB 3aIIUTHI, pa3pab0TKa OpPraHU3AIMOHHBIX Mep 3aIuThl HH(OPMAIUH; TTpeIBa-
PUTEIBHBIC UCTIBITAHKSI CUCTEMBI 3aIIUTHI HH()OPMAITUH; ONBITHYIO SKCILTYyaTaI[MI0 CHCTEMBI 3alTUThl HH(OP-
MaIiH; aHAJIN3 YA3BUMOCTEH U MPUHSITHAE MEP 3aIUThl HH()OPMAIINH IO UX YCTPaHEHUIO; IPUEMOYHBIE UCITBI-
TaHU;

r) oOydeHHe MOJIL30BATEIICH; MPEeIBAPUTEIbHBIC UCIBITAHUS CUCTEMbI 3aIUThI HWH(POPMAIIUU; OIBITHAS
JKCILTyaTall¥sl CHCTEMbI 3alUThl HH(POPMALIUKY; aHATTN3 YSI3BUMOCTEH U MMPUHSITHE MEP 3alUTHl HHPOPMAIUU
M0 WX YCTPAHEHHUIO; pealn3alis MPaBUil pa3TpaHWUYeHHs TOCTYIa, W BBEIEHUE OTPaHUYCHUN Ha NEeHCTBUS
MOJIH30BATEIICH; MPOBEPKA MOTHOTHI U ICTATILHOCTH OMUCAHUS B OPTraHU3AIIMOHHO-PACTIOPSIIUTEIBHBIX JOKY-
MEHTaX T10 3aIuTe HHOOPMAIUK IEHCTBHIA TTOJI30BaTEIICH U aIMUHUCTPATOPOB; OTPab0OTKa NSHCTBUI TOMIK-
HOCTHBIX JIAI] ¥ TIOIpA3/IeNIEHNI, OTBETCTBEHHBIX 34 PEATH3AIAI0 MEp 3aIIUTHl HHPOPMAIIH;

3agaHusa OTKPbLITOro TMna

1. B kakux uHGOPMAIMOHHBIX CUCTEMAaX B LEJISAX 3aIIUThHl HH(QOPMAIIUU PEIYCMOTPEHO 00sI3aTeIIbHOS
NpUMEHEHUE KBaTH(PUIUPOBAHHON 3JIEKTPOHHON OATINUCH?

2. B uH(pOpMaIMOHHON CHCTEME EPCOHATBHBIX JaHHBIX YTPO3bl 1-TO THIIA aKTyadbHbI, €CIIH IS HES B
TOM YHCJIC aKTyaJlbHBI YIPO3bl, CBSI3aHHBIC C HAJIMYMEM HEJOKYMEHTHPOBAHHBIX (HEICKIIAPHPOBAH-
HBIX) BO3MOXHOCTEH B

3. B uH(bOpManmoHHOW cUCTeMe NEPCOHATBHBIX TAHHBIX YTPO3bI 2-TO THITA aKTyaJbHBI, €CITU IJIS HEE B
TOM YHCIIE aKTyaJbHBI YTPO3bI, CBI3aHHBIEC C HATMYHEM HeTOKyMEHTHPOBAaHHBIX (HEICKIAPHPOBAH-
HBIX) BO3MOXHOCTEH B

4. Kak yacTo B MHQOPMAIIMOHHOHN CHCTEME TIEPCOHAIBHBIX JaHHBIX JOJDKEH MPOBOJUTHCS KOHTPOJIb
BBITIOJTHCHUS TPEOOBAaHUH 3aIUTHI HHPOPMAITUH?

5. Kakwue knacchl cpe/icTB KPHIITO3AIUTH HHPOPMAIH TPEOYIOT KOHTPOJIS IENIOCTHOCTH MPOTPaMM-
HOTO o0ecrieyeHus?

3agaHus € pa3BépPHYTbIM OTBETOM

1. Kak npoucxoguT npu3HaHue KBATU(PUIHPOBAHHON YIEKTPOHHOI MOANMCH NeHCTBUTEILHOM?
Kputepumn oueHnBaHuA LLIkana oueHoK
Ob6yuatowminca NpmMBoAUT anropuTM 1 nepedeHs | OTamuHo (90-100 6annos.)
BCEX YC/IOBMIA NPU3HAHWUA KBaAMULMPOBAHHOM
3/IEKTPOHHOM NoANUCK AENCTBUTENbHON.
Ob6yuatowuiica NpMBOAMT aNropuUTM U nepeveHb | Xopolwo (70-80 6annos)
BCEX YC/IOBMI MNPU3HAHMA KBAaAUPULMPOBAHHOM
3/IEKTPOHHOM noanucu aencTenTenbHon. Jonyc-
KatoTCA HE3HAYUTEIbHbIE HETOYHOCTM.
Obyuatowniica AonyckaeT oWnbKyY B afroputme YnosnetsoputenbHo (50-70 6annos)
n/vAn nepeyHe BCex YCA0BUIA NPU3HAHUA KBAAN-
dUUMpPOBaAHHON 3N1EKTPOHHOM NOANUCU AENCTBU-
TeNbHOW. OTBET He CoAEePKUT rpybbix OLIMOOK.
O6yuatowminca He 3HaeT airOPUTM U NepeYeHb HeyaoBnetBopuTENbHO
BCEX YC/IOBMI NPU3HAHMA KBAaAUPULMPOBAHHOM
3/IEKTPOHHOM noanucu aencTenTenbHomn. Mpucyt-
CTBYIOT rpy6ble OLWMOKM MAN HETOUYHOCTU.

20.2. NMpomexyTo4yHaa aTrectauumsa

MpomexyToyHas aTTecTauusi MOXeT BKMovaTb B cebs TeopeTuyeckne BOMPOCHI,
NO3BOMSAOWMNE OLEHUTb YPOBEHb MOMYYEHHbIX 3HAHWI W/MNKW npakTudeckoe (ue) sana-
Hue(s1), no3BonsioLLee (Me) oLeHUTb cTeneHb CHOPMMPOBAHHOCTU YMEHMWIN N HABbIKOB.



|_|pl/l oueHumBaHMM MOIyT UCNOJNIb30BaTbCA KOJIMHYECTBEHHbIe WITM Ka4deCTBEHHbIE
LKarnbl OLEeHOK.

[na oueHmMBaHnA pe3ynbTaToB 0Oy4YeHWsa Npu NPOBEOEeHUN MPOMEXYTOYHOM aTTe-
cTaunn NCnosib3yrTCd cleayruine cogeprkaTesibHble noka3aresn (dbopmynupyeTcs ¢ yye-
TOM KOHKPETHbIX Tpe6OBaHI/IIZ ONCUMNIINHDI):

1) 3HaHMe HOpPMAaTUBHbLIX AOKYMEHTOB, OCHOBHbIX OMpeaeneHnin, NOHATUA U UC-
I'IOJ'Ib3yeMOIZ TEPMUHOJIOTUN;

2) ymeHue npoBoauTb OBOCHOBaHWe TpeboBaHU HOPMATUBHBLIX LOKYMEHTOB W
NPaKkTUYECKNX Mep UX peanunayoLimx ¢ UCNOoNb30BaHMEM C UCMONb30BaHUEM cepTuunum-
poBaHHbLIX CpencTB 3allUTbl I/IH(bOpMaLI,I/II/I;

3) ymeHue cBA3biBaTbh TpeboBaHMS HOPMATMBHbBIX JOKYMEHTOB C MPAKTUKOW, UISIHO-
cTpupoBaTb OTBET nNpnmMepamm, B TOM 4HuUcCrie, CO6CTBeHHbIMVI, YMEeHUEe BbIABIIATb U aHaln-
3npoBaTb OCHOBHblIE 3aKOHOMEPHOCTH, MNoJ1Iy4eHHblE, B TOM YKUCI1e, B XO4€ BbIlNMOJIHEHUA Na-
GopaToOpPHO-NPaKTUYECKUX 3a0aHWM;

4) ymeHne 060CHOBbLIBaTb CBOM CY>XKAEHUSA U NPOdECCUOHANBHYI MO3ULNIO MO U3-
naraemomy BOrMpocy;

5) BRageHue HaBblkaMu NPOrpamMMMpPOBaHNA U agMUHUCTPUPOBAHNSA KOMMbIOTEP-
HbIX CUCTEM N CpeacTB 3allnTbl B paMKaX BbINOJIHAEMbIX na6opaToprlx 3a,u,aH|/||7|;

6) BrageHwe HaBblkamMu MPOBEAEHUS KOMMLIOTEPHOrO 3KCNEPUMEHTA, TECTUPOBA-
HUSA KOMNbIOTEPHLIX Mogenen anroputmoB obpaboTkn nHpopmaumn.

PaannyHble komOMHauMmM NnepeyYmncrneHHbIX nokasaTenemn onpeaensioT KpUTepum oue-
HBaHUA pe3yibTaToB 06yqu|/|9| (C(*)OpMI/IpOBaHHOCTI/I KOMI'IGTGHLI,I/IVI) Ha rocyaapCctBeHHOM
9K3aMEeHe:

—  BbICOKUI (Yrny6neHHbIN) ypoBEHb COOPMUPOBAHHOCTN KOMMNETEHLNI;

—  MOBbIWEHHbIN (MPOABUHYTLIN) YPOBEHL CHOPMMPOBAHHOCTU KOMMETEHLNN;

— noporoBbiv (6a30BbIN) ypoBEHL COOPMUPOBAHHOCTN KOMMETEHLINNA.

D,J'IFI oueHnBaHUA pe3yrnbTaToB O6y‘-IeHI/IFI Ha rocygapCTtB€HHOM 3K3aMeHe UCIMOJIb3y-
eTcsa 4-6annbHas wkana: «OTANYHO», «XOPOLLO», «YAOBETBOPUTENBHOY», KHEY4OBIETBO-
pUTEIBLHOY. D,J'IFI oueHnBaHUA pe3ynbTaTtoB o6yquM9| Ha 3a4veTe UCNOoJ1b3yeTCA — 3a4TEHO,
He 3a4TeHO Mo pe3yrnbTaTamM TECTUPOBAHUA.

CooTHOLIEHNE noKasaTenemn, KPUTEPUEB U LLKarbl OLEHMBaHUSA pe3yrbTaTtoB 0by4e-
HWSA Ha rocygapCTBEHHOM 3K3aMeHe npeAcTaBneHo B criegytowen tabnumue.

Kputepum oueHnBaHus KOMNEeTEHLMM U LLKana OLEeHOK Ha 3a4eTe

YpoBeHb
Kputepuu oueHnBaHna koMneTeHUMM copmupoBaHHocTu | Lkana oueHok
KOMMeTeHLUIA
O6yyvarowuincss 4eMOHCTPUPYET NOMHOE COOTBETCTBME 3HAHWN, MoBbILWEHHbIN Ypo- OTnnyHo
YMEHWIA, HABbIKOB MO NPUBEAEHHBLIM KpUTEPUSIM CBOBOAHO one- BEHb
pVpyeT MOHSATUAHLIM annapaToM U NPUOBPETEHHLIMU 3HAHU-
AMU, YMEHUSIMU, MPUMEHSIET UX NPY PELLEHNM NPaAKTUYECKMX 3a-
Jdau.

OTBeT Ha KOHTPOMbHO-U3MEPUTESNbHBLIN MaTtepuan He MOSIHO- Ba3zosbIil ypoBeHb Xopouo
CTblO COOTBETCTBYET OJAHOMY M3 MEPEYNCIIEHHbIX BbILLE MOKa-
3aTenen, Ho obyyarLmnca aaeT npaBuilbHbIE OTBEThLI Ha O0-
nonHuTenbHble BOMpockl. [Mpn 3aTOM obyyarowmncs OeMOH-
CTPUpYeT COOTBETCTBUE 3HAHWUIA, YMEHWIA, HABbIKOB NpUBEaEH-
HblM B Tabnuuax nokasaTensiM, HO JOMYCKaeT He3HauuTenb-
Hble OLUMBKN, HETOYHOCTHU, UCTILITLIBAET 3aTPYAHEHMUS NpU pe-
LUEHUM NpaKTUYECKUX 3ajay.

OOyvatowuncss 4eMOHCTPUPYET HEMOSHOE COOTBETCTBME 3Ha- MoporoBkin ypo- YpoBsne-
HWUI, YMEHWI, HaBbLIKOB NpuBeAEeHHbIM B Tabnuuax nokasaTte- BEHb TBOpU-
nsiM, [OMYyCKaeT 3HaYUTENbHbIE OLUNGKM NPU peLleHnn NpakTu- TENbHO
Yyeckux 3agad. [pu 3TOM OTBET Ha KOHTPONbHO-U3MEpPUTENb-
HbIi MaTepuan He COOTBETCTBYET MObIM ABYM K3 Mepeduc-

NEHHbIX NnokasaTeren, obyJyarlWnnca aaeT HEMorHble OTBETHI
Ha OONOJIHUTESIbHbIE BOMNPOCHI.




OTBET Ha KOHTPOSbHO-U3MEpPUTENbHBIA MaTepuarn He COOTBET- - Heynosne-
CTBYET NOObLIM TPEM U3 NepeyvncneHHbIX nokasartenen. Obyya- TBOpU-
IOLWNACA OEeMOHCTPUPYET OTPbIBOYHbIE, (dparMeHTapHble 3Ha- TenbHO
HUA, gonyckaeTt rpybble owmnbku

20.3. NpumMepHbIM NepeyYeHb NPaKkTU4YECKUX 3afaHnK, TeM pecepaToB, TEM Npe3eHTa-
LM, AOKNAAOB, BONPOCOB K 3a4eTy C OLleHKOMN

Ne Cogepxanue

1 OnekTpoHHas NoAnNucb, HasHa4YeHWe 1 NpUMEHeHVe, UCTOPUS BO3HMKHOBEHUS, UCMONb3yeMble ar-
roputmbl. CepTudukaT Kroya NpoBEpPKM SNEKTPOHHON Nognuncu. XpaHeHne 3aKpbITOro Kitoya.

2 OcHoBHble yrposbl kpuntoaTak. NHdpacTpyktypa oTkpbiThix kntoden (PKI). Ygoctoeepstowmi
LeHTp. Bo3amoxHble apxntekTypbl noctpoeHus PKI..

3 depepanbHbii 3akoH Poccuiickonn ®egepaumm ot 6 anpenst 2011 r. N 63-®3 «O6 3neKTpoHHOMN
nognucuy. Buabl 3neKTpoHHON NOANUCH.

4 Mpuka3z MuHkomcessn Poccum ot 23.11.2011 N 320 "O6 akkpeguTauumn yaoCTOBEPSHOLINX LIEH-
TpoB".

5 Mpukas ®CB ot 27 pekabps 2011 r. N 795 «O6 yTBepxaeHun TpeboBaHun Kk popme kBanuumum-
POBaHHOIo cepTmudumKaTa Knova NnpoBepKn ANEKTPOHHOW NOAMNNCH».

6 Mpuka3s ®CH ot 27 gekabpsa 2011 r. N 796 «O6 yrBepxaeHun TpeboBaHui K cpeacTBaM 3MeKTPOH-
HOV noAnucu 1 TpeboBaHui K cpeacTBaM yaOCTOBEPSIOLLEro LIEHTpay.

7 MuHkomesasbe Poccnm 13.04.2012 r. PekomeHgaumm no coctaBy KBanuuumpoBaHHOro ceptndu-
KaTa Kr4a NpoBepKM 3MEeKTPOHHOM NOANUCH.

8 Kpuntonposarngepbl. OCHOBHbIE TEXHOMOMN, UCNOMb3YyEMbIE NPU pPa3BEPTbIBAHMM YOOCTOBEPSIO-
LLMX LEHTPOB.

9 PaseépTbiBaHue ygoctoBepstowero ueHtpa Kpuntollpo YL. OcHoBHbIe 3agayu, BbINONHAEMbIE HA
YOOCTOBEPSIOLLEM LEHTpE.

10 | OcHoBHble TpeboBaHus Mo 6e3onacHOCTU MHPOPMaLUKN Ha YOOCTOBEPSIOLLEM LEHTPE U TUMNOBbLIE
CpeAcTBa 3aluThl.

11 | Hocutenu nHdopmaumm, ncnonbayemble Ans 3N1eKTPOHHOM NOANMCHU U MX 0COGEHHOCTN.

12 | MNporpaMmMHble cpeacTBa, MCMOSb3YoLWMe 3NEeKTPOHHYI0 NOANNUCh. TUMNOBbLIE peLLEeHUs, peanuayto-
LMEe BO3MOXHOCTb NMPUMEHEHNS 3MEKTPOHHOW NOAMMUCH.

13 lMopTan rocygapcTBeHHbIX yenyr Poccuinckor Pegepaummn. YHUBepcanbHasa anekTpoHHas kapTa.

14 OcHoBHbIE BOMNPOChHI JIMUEH3NPOBaHUA NMpu pa3BepTbiBaHUN yOOCTOBEPAKOLLEro LeHTpa.

15 PernameHTt pa6OTbI yaocToBepALwero LeHTpa, OCHOBHbIE MOJ10XKEeHUA.

16 | Cnucok oTo3BaHHbIX cepTudmkaToB. OCHOBHbIE anropuTMbl OOPMUPOBAHUS U MPOBEPKUN akTyarb-
HOCTW.

17 yl'p03bl ©esonacHocTu l/IH(bOpMaU,VIVI N OCHOBHbIE HamnpaBneHuna 3alnThbl, CBA3aHHbIEe C NCMNOJ1b30-
BaHNEM SJ'IeKTpOHHOIZ noanuncu.

18 | OCHOBHble TEXHOJIOMMM M CpefcTBa 3aluTbl MHOPMaUMK, NPUMEHsIeEMble NpY Pa3BEPTbIBAHUM
YOOCTOBEPAIOLLEro LeHTpa.

19 MpobnemHble Bonpockl 6e3onacHOCTM MHOPMaLMK NpyU UCNONb30BaHUN KBanNnULNPOBAHHON
ANEKTPOHHOW NOANUCHU.

20 | ApxutekTypa nporpamMHoOro obecrneyeHus n ee CBA3b C TeXHonornemn 6nokyeriHa. MNMpenmylectea
W HeJocTaTKM pacnpegeneHHblix cuctemM. Peanusauus v nogaepxka LenocTHOCTU B pacnpenenex-
HbIX CMCTEMaX.

21 OGecneyeHne OBEPUTENBHOCTU U LIENOCTHOCTY B pacnpefeneHHbix cuctemax. [Npaeo BnageHus
1 6riokyerH. MNMpobnema ABOVHOIO pacxo4oBaHUs.

22 [Mpumepbl CTPYKTYP OaHHbIX U anropuTtMOB, NPUMEHSAEMbIX ANs peanun3aumm 61oK4YenH TEXHOTOTUN.

23 [MepcneKkTnBbl U NPaKkTU4ECKOe UCMOoSib30BaHUE BITIOKYENH TEXHONOTU

20.4. Npumep 3agaHusa Ansa BbINOJIHEHUA NabopaTopHOM paboTbl
NabopatopHas pab6oTta Ne4

Pa3BepTbiBaHue yaoctoBepstouero ueHTpa Kpunto-lpo Y.
Llenb paboTbl: npakTuyeckoe nsydeHne ocobeHHOCTEN MCNONb30BaHNSA NPorpamMm-

Horo obecnedeHus Kpunto-po ans peanusaumm MeTogoB 3amTbl MHOpMaLumm ¢ UCnosb-
30BaHMEM 3NEeKTPOHHOW Noanucu.



20.5. Npumep KOHTPOSILHO-U3MEPUTENBLHOro MaTepuana

YTBEPXOAIO
3asefyowmi kadegpon TeXHONOrMM o6paboTkm 1 3amTbl HopMaLUn

A.A. CnpoTta
. .2021

Hanpasnenue nogrotosku / cneumnanbHocTb 10.05.01 KomnbloTepHasa 6e30nacHOCTb

Oucumnnmnua B61.B.03 TexHonormm 3almLLIeHHOro 4o0KyMeHToobopoTa 1 6110Kk4enH

dopma 0byuveHna OyHoe
Bua koHTponsa 3avet

Bug attectaummn [NpomexytoyHas

KoHTponbHO-nameputenbHbin matepuan Ne 1

1. OnekTpoHHasi NOANUCH, Ha3HaYeHe U NPUMEHEHNE, UCTOPUS BO3HUKHOBEHUS, UC-
nonb3yemble anropuTmbl. CepTudmrkaT Krnoda NPoBEPKN 3NEKTPOHHOM NOAMUCH.
XpaHeHne 3aKpbITOro Knoya.

2. lNpobnemHble Bonpockl 6e3onacHOCTU MHGOpMaL MK NPy NCNOSTb30BaHUKU KBanmdu-
LMPOBAHHOM 3NEKTPOHHOM NOAMUCK.

MpenogaBaTenb C.A. Banbix
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